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theory in a Decision Aid or Decision Support System for the 
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THESIS DISCLAIMER 


The reader is cautioned that computer programs developed 
in this research may not have been exercised for all cases 
of interest. While every effort has been made, within tne 
time available, to ensure that the programs are free or 
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validated. Any application of these programs without addi- 
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I. INTRODUCTION 


А. BACKGROUND 


The nature or battle is rapidiy changing. 


The development of modern warfare is outstriping our 

ability to Manage it effectively. The speed, power and 

sophistication of  uodern weapons and the olitical and 
geographical complexities of potential battlefields in 

places like Europe and the Middle East have placed the 

Fia. d in 03 rapidiy moving, data-rich environment. 
Rel. su De 


Many publication on the state of the modern battlefieid 
use the same descriptive adjectives: intense, dynamic, 
mobile, rapidiy changing, dara cich; etc. Ihe quoted 
article goes on to stress  tnat modern decision aics are 
needed to assist the pattlefield decision шакег ". . . Ly 
expanding nis ability to rapialy and effectively analyze tne 
data becoming available." (Ref. 1: p. 50] However, to 
assist the tforce commander or the battlefield, much military 
research has emphasized the need to help the field commander 
anā staťf in deciding a course of action in critical battle- 
field situaticns (Ref. 2]. 


B. THE PROBLEM 


The commander's decisions on the tattlefieid are prina- 
rily influenced by three factors: the environment, the eneny 
rorce, and the e:riendly force. Tne only factor that 16 
force commander can directly ccntrol is the rriendly force. 
If this contrcl is to be effective, the comnander nust have 
intelligence about the environment, and the enemy force. Ir 
particuiar, the Commander in the Airland battieriold neces 
rapid, accurate assessment of the current enemy situation 


and the enemy's intentions. 
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The commanderts information requirements place an ever 
increasing responsibility on the intelligence analyst. Raw 
data from battlefield sensors must be converted to intelli- 
gence aS rapidly as possible. Without a proper under- 
standing of the enemy's capabilities and intentions, the 
likelihcod of selecting an appropriate course of action is 


extreme ly small. 


C. THESIS OBJECTIVES 


The primary objective of this thesis is to demonstrate 
the use of the Dempster-Shafer theory of evidence on the 
battlefield to help correlate data for predicting eneny 
intentions. Specifically, the thesis will: 

1. Demonstrate the use oz the Dempster-Shafer theory of 
evidence in a tacticai miiitary intelligence decision 
ата . 

2. Create a decision aid prototype that uses the 

| Denpster-Shafer tneor y. 

3. Analyze techniques for reducing the computational 
complexity and calculation time required for 
Denpster-Snafer. 

To understand the role of evidential reasonizg on the 
» kattlefield, Chapter II of the thesis will discuss’ the 
tactical command and control process. It wili also describe 
the problem cf the intelligence analyst, unaided by an 
evidential decision aid, as he deals with the bombardment of 
battlefield data. Ennancenent of the comuani and control 
cycle will be discussed, leading to an example Showing the 
benefits of an improved cycle. 

In Cnapter III, the concept or evidential reasoning will 
be introduced. Two methods tor, evidential reasoning, 
Boolean Logic and Bayesian Inference, will be investigated 


to expose theit Shortcomings for use in  pattiefield 
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situations. The Dempster-Shafer theory of evidence, its 
advantages and disadvantages will be presented. 

Chapter IV will describe the Dempster-Shafer theory 
decision aid created to assist the military intelligence 
analyst. The aid functions in a cyciical process, receiving 
each bit of data from the user, combining it with previous 
data, and presenting its conclusions to the user. Reduction 
in computaticnal complexity and calculation time of the 
Dempster-Shafer method are also discussed. These computa- 
tional tecaniques speed up the hierarchical summa tions 
reguired py the Dempster-Shafer theory, but they also reduce 
the scope of the problem. The reduction methods can be 
applied to evidential reasoning on the battlefield. 

Chapter V discusses the battlefield intellige 
analyst's job ot Situation Development Analysis, a specific 
application area for the Dempster-Shafer decision aid. The 
enhancement of Situation Developuent Analysis by a 
Dempster-Shafer decision aid will lead to benefits of 
improved command and control. | 

A listing or tne PASCAL code written ror the deccm 


aid in Chapter IV 1s contained in Appendix А. 
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11. BATTLEFIELD CCMMAND AND CONTROL 

The opportunity tor battlefield applications or tne 
Dempster-Shafer theory or evidence stems from the need to 
shorten a commander's command and control cycle. With a 
shorter cycie, a force commander can recognize eneny inten- 
tions and strike quickly enough to disrupt the enemy opera- 
tion. With a quick reaction, the battlefieid initiative can 
be seized before the opposing force can react to the new 
situation. The now weakened and off balanced enemy force 
will be easier to defeat. This process of converting data 
into action more quickly than the opponent is referred to as 
turning within the enemy's decision cycle. 

Reducing the commander's command and control cycie tine 
requires tune capability to react more guickly than ever 
pefore. The faster and deeper that the frienaly тогсе саг 
interdict the enemy's forces, tne more successtul the 
operaticn. 

Enhanced command and control has emerged as a solutior 
for dealing with a dynamic and data earichea battietiela 
while reducing tae coumander's reaction tine. THES "enapter 
will discuss the command and controi cycle, the data fiow in 
the cycle, current enhancements to the cycle, and present an 
example that shows the benefit of reducing cycie time Ly 


enhancing command and control. 


А. IHE COMÁAAND AND CONTROL NETWORK 


Command and control is an extremely compiex battleileld 
function by which the commander and Sica darlocdqceo 
resources, direct unit movement, and coordinate operations. 


Command and control can be modelled aS a continuing cycie 
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within a network of nodes as lilustrated in Figure 2.1. 
Hithin this cycle are processes, depicted as the nodes, that 
can be enhanced to reduce cycle time. These nodes nave been 
described in many ways by many experts [Ref. 3], but vill be 
designated here as Collection, Interpretation, Decision, and 


Action. 
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Figure 2.1 Command and Control Cycle Network. 


| 


To understand the command and control network, and the 
cycling within it during battle, it is necessary to investi- 
gate each node of the network. Within each node, functions 
that can be enhanced or eliminated may be discovered. The 
improvement of node efficiency will reduce cycle time and 
help in the effort to interdict the enemy force as early as 
pessible. 

The nodes of the cycle network depicted in Figure 2.1 


are as follows. 


= 
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1: Correction 


The Collection node of this network describes the 
activity of gathering data about friendly and enemy forces 
by all means available. Miller and  Cushman [Refs. 5,1], 
describe this activity as sensing, but sensing may include 
the recogniticn or interpretation of the data received. For 
purposes of this thesis, sensors oniy gatner the data and do 
not modify it in any way. 

Collection isa continuing process and does not 
realize divisions between battles or battlefields. A sensor 
may receive data that may has no effect in its area of oper- 
ation. Yet, this same data may be of critical importance to 
the commander. Nonetheless, all of this data will be trans- 


mitted to tne Interpretation node. 


2. Interpretation 


Interpretation is the combination,  evaiuation, and 
translation of raw data into intelligence. The ‘result of 
this activity 1S an understanding of the battlefield situ- 
ation including eneuy intentions. 

Interpretation, like Collection, is а continuing 
process. Tne intelligence analyst must deal with the 
continuous stream of relevant and irrelevant data arriving 
from the Collection node. Decision aids are used to heip 
the intelligence analyst comprehend the entire battlefiéld 
picture presented by this onslaught of data. 

The arc connecting the Collection and Interpretation 
node indicates flow in both directions. AS tne battlerielid 
sSituaticn develops, sensors may be directed to change posi- 
tions OL sense other areas of the battlefield. 
Consequently, the connecting ape “depicts coordination 


between these nodes. 
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3. Decision 


After recognizing the enemy intentions, the friendly 
force must react. This node describes the commander's deci- 
Sion process that chooses the course of action which opti- 
mizes possibility of friendly success given the interpreted 
course of enemy action. This success can be measured by the 
Minimization of friendly losses, the maximization of eneny 
losses, or by any measure of efrectiveness or any measure of 
performance ccnsidered essential by the commander. 

It is possible that tne commander does not have 
enough information to justify a course of action. He may 
then request more data collection or direct surveillance in 
cther areas. The commander will inform the Interpretation 
node of his Essential Elements of Information (ESI) Or 
Priority Intelligence Reyuirements (PIR), those intelligence 
items of tne utmost importance to the force. Therefore, the 
arc connecting the Interpretation and Decision nodes is. 


bi-directional. 


Ц. Action 


The last trode of tne networx represerts tne movement 
of troops into battle executing the course of action fron 
the Decision node. This activity шау range trom a coapli- 
cated maneuver to a reactionary tactic in a surprise 
encounter. р 

Toe arc from the Decision to Action node is uni- 
directicnal. This does not mean that subordinate commanders 
dc not coordinate or respond to superiors, but it depicts. 
the final orders or the higher-levei commander aíter aii 
planning is accompiished. 

The ccmmand and control network ends in tne flow or 
data from tie Decision node to the Action node, see Figure 
2.1, and therefore, can only function after the preceding 


nodes have cozpieted their prccesses. 
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ОЕ course, the enemy must also cycle through a 
similar network during the battie. During operations, eacn 
force must constantly collect, interpret, decide, and act at 
all leveis of command witnin the battlefield. The £orce 
that executes their cycle the fastest wili have the battle- 


field advantage. 


B. ENHANCING THE NETWORK 


There are many areas within the command and control 
network that can be enhanced by some type of automation. 
Stewart, Ross, and Tiede [Ref. 4] have identitried functional 
areas in any organization where the human processor can be 
improved by introducing automation. Many of these areas 
have applications in the command and control network. Table 
1 depicts tnese processes, the advantage gained by autona- 
tion, and tne areas of tne Command and control Network where 


they apply. 


1. Enhancement Of Data Flow Through The Network 


= Eo = Sa GG ol EE oe AR —— eee eee oe oe umm ee ee ee шыңы. Ge A ccm SS — GA ee A A шыш A AA ee 


Tae arcs which connect tage nodes of tne command anu 
ccntrol cycle network represent data flow. Tne Collection 
node passes data to the Interpretation node which passes 
AO ог іп this frame, intelligence to the Decision node. 


Here, possible courses of action are analyzed to select the 


one that best rulfills tne commander's etrectiveness 
measuce. Next, the Decision node sends orders, which 
consist of the directions to units in the force, tc the 


Action node. These force units will then execute the chosen 
course or action. The force units then act or interact with 
the enemy  rorces creating more data to be gatnerea ру tha 
Coliection node and the cycle continues. 

Much research has gone into the area of improving 


data handling and flow within the network ¡Ref. 5]. The 


ДЕ 


human memory and 
facilitate coord- 
ination based on 
a priori rule 


Coordinate pret in context and 
generate hypotheses 
and insights 


Only man can define Can only extend Tremendous 
projection and ext- memory and facil- 

rapolation parameters; itates calculations 

involves hypothesis 


generation 


Project/ interpretation 


Extrapolate 


** Man-Machine interaction Leverage is defined by the author as a measure 
of Potential Gain when man is aided by machine. 


ПЕ EL ТП 
TABLE 1 | 
| 
AREAS FCR ENHANCEMENT BY AUTOMATION | 
| Applicabie Man-Machine | 
| Network Man Unaided Machine interaction 
| Process Node By Machine Without Man Leverage** 
| Receive/ All Communicates Mood increased Effect- Little | 
| Transmit of Sender tive channel сар- 
| acity;Hard Сору | 
| Interpret/ Interpretation Only man can flesh Can only extend Tremendous | 
| Validate out incomplete pat- human memory l 
terns and generate (associated oper- | 
new hypotheses and ations) and facil- 
tests for them itate hypotheses 
testing (calcula- 
tion) | 
| Evaluate/ interpretation Only man can inter- Can only extend Significant | 


Е 


іше 





Tactical Operating Maneuver Control 
(EAS) key 


presenting them with the best 


System (TOS) and the 


System on getting data to the commanders and 

representation or the battle- 

field through improved communications capabilities. 
Increased data flow is an 


intuitively appealing 


means of quickening the command and control cycle, but it 
also presents a variety of problems. 
rich battlefield, 
Collection node to the Interpretation 
rate (Ref. 1]. This 


processor at the heart of the Interpretation node. 


in a fast moving, data 
data will be flowing on the arc from the 
node at an incredible 


Elow will easily overwhelm the human 
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in the Interpretation node, the data collected by 
all sensors available to the commander and staff (usualiy 
referred to as "alli source") is transformed by humans into 
intelligence. Due to the high speed of input to tne 
Interpretaticn node and the Slow human interface, the input 
to the commander at the Decision node is only as fast as the 
intelligence analyst processing the data. Іп order to main- 
tain the required speed, the analyst may tend to ignore or 
only briefly review input, losing a more complete battle- 
field picture. This problem suggests the need to reduce the 
research emphasis from systems that enhance data fiow to 
systems that support the analyst's conversion of data into 


intelligence. 


2. Enhancement Of The 


(+3 


Inside each node of the command and control cycle 
data is being processed into a useful form for that partic- 
ular node. If these processes inside the nodes are not 
EEEcamiumedj  — the command and control cycle will idle, 
waiting for a nude to compiete 1ts activity. Enhancement of 
tue network processes wiil reduce the overall network cycle 


time and thererore, improve tne command and control or tne 


force. 
a. Collection Enhancements 
The Collection node has been improved through 
advancements in sensor technology [Ref. 1]. Increased 
range, accuracy, and processing capabilities of sensor 


systems have Significantly enlarged the data flow to the 


Interpretation node. 
b. Interpretation Enhancements 


Ihe. Interpretation node has been enhanced by 


data base management and modern video displays. The analyst 


21 


can now store, display, and recall data in structured form. 
This structured form helps the analyst quickly recognize 
trends, correlate data and, basically, use a systematic 
approach to the intelligence process. As data flowing into 
the node is processed, the enemy Situation and intentions 
become visible. The analyst uses this data to present the 
commander with the best estimate of the situation to use in 
the Decision node. 

With the increasing input to the Interpretation 
node, and the reduced output flow caused by tne inerficiency 
oz the human processor, the need surfaces for some decision 
aid to correlate and combine data. A system which would 


help the analyst combine evidence to recognize critical 


enemy activity, and answer the commander's Essential 
Elements of Information (EEI) or Priority Intelligence 
Requirements (PTR) 1S needed. It is this node of the 


command and control cycle network which would benefit froa 
the use or an evidence combination support systen. 

This support system could use .some theory of 
inference, bcclean iogic, Bayesian Inrerence, or Evidential 
Reasoning to aid the intelligence analyst in combining 
evidence to recognize the enemy's intent. This evidence 
combination technique should also allcw for the.uncertalnty 
that conrronts the analyst in his human reasoning process. 
These specific inference techniques wili be discussed іп 
Chapter III. 


t Decision Ennancements 


The Decision node is an area which has received 
substantial attention. In this node the commander and staff 
pian tuture ccurses of action, wargame these options, and 
then select the course with greatest probability of success. 
Enemy Courses of Action  (ENCOA), Forces Comparisor Model 
(FORCECOM), Contingency Screening Model  (CONSCREEN), and 
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Quick Screening Model (QUI CKSCREEN) are current models 
developed for the commander and staff to aid in this deci- 
Sion prccess. With the abundance of models available in the 
military community related to decision making, this node was 
a good candidate for early enhancement by automation 


techniques. 
Пе Action Enhancements 


Improving data flow in the command and control 
system, along with improving battlefield transportation will 
accelerate the purpose of the Action node py getting troops 
to the required position on the battlefield in the most 


erficient manner as possible. 


C. THE CRITICAL NODE 


Which node in the command and control network holds the 
key to battlefield success? Clearly, the Collection node 
will have a very rich environment from which to gather data 
and transmit to the Interpretation node. Every unit on the 
battlefield will be forwarding data to be interpreted. 
| The commander and staff may plan continuously for everv 
conceivable enemy course of action. Forces will be posi- 
tioned to provide as much deterrent as possible to: the 
enemy. 

Sub-units will plan for movement to each battle position 
for each friendly course or action directed by higher head- 
quarters. Therefore, recognition or interpretation of the 
enemy course of action becomes the limiting factor ir the 
command and ccntrol cycle. 

Іг the initial enemy attack into NATO positions in 
Western Europe, or any activity: during war, can be 
predicted, the commander can commit his forces, especially 


the reserve forces kept for this purpose, to repel the 
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opponent. The Interpretaticn node is the trigger to this 
action. It must be accurate, effective, and as streanlined 
as possible. The entire network process hinges on the crit- 
ical role of the Interpretation node. 

How much of a difference will enhancement of this node 
by evidential reasoning, or any method for that matter, and 
the resultant reduction in command and control cycle tine, 
make on the battlefield? 


D. BENEFIT OF REDUCED COMMAND AND CONTROL CYCLE TIME, AN 
EXAMPLE 


An example [Ret. 5], is proposed to demonstrate the 
benefit achieved at a critical battlefield confrontation by 
reducing the commana and control cycle time. 

In a Suropean type scenario, units are deployed with tire 
mission of maintaining some force ratio threshold (RTH) in 
all sectors of operation in order to prevent an enemy break- 
through. Assume there is a predetermined critical sector in 
which tne enemy has chosen to attempt such a breakthrough. 
Тһе гогсе Ratio in the Critical Sector (k&CS) will De 


computed as: 
RCS = R(t) / B(t) | | EV 


where  "R(t) is the total number of Major tank/antg m 
systems in the attacking (Red) force at time (t), and B(t) 
is the same identifier for the defending (Blue) force. Both 
force describers are functions of time to allow for attri- 
tion and reinforcement by reserve forces. The Red forces 
are divided between critical and non-critical sectors. Tne 
Blue forces have in pcsition a reserve force containing part 
(percentage of force = x) of the totai torce. see Figure 


2.2 for force dispositions. 
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Figure 2.2 Battlefield Layout. 


Ir АТН іс «һе threshold ratio necessary to prevent a 
breaxthrough in the critical sector, the defender must keep 
Bes < RTH. To accomplish this standäcfr, tne command and 
ccntrol cycle must function ina timely manner so that 
reserve forces are committed at the ccrrect moment in time 
and the required tareshold ratio is maintained. 

Figure 2.3 shows a hypothetical time comparison of tne 
attacker/detender schedules for respective command aná 
ccntrol cycles. Figure 2.4 shows hypothetical iinear force 
ratios indicating mission deficiency on the part of the 
Gefending force due to the surprise gained by the attacker's 
commitment in the critical sector. 

Reduction of the defender's command and control cycle 
will increase B(t), increase attacker attrition, and reduce 
the mission deficiency, see Figure 2.5. The tine sequence 
used in Figures 2.4 and Figure 2.5 correspond to those 


schedules depicted in Figure 2.3. 
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Attacker Activities: : 
T1-Attacker decides 


T2-Movement of main 


T3-Lead elements of 
critical sector 


T4-Last elements of 


Defender Activities: 


attack 


critical sector 


t4-Lead elements of 
critical sector 


t5-Last elements of 
Critical sector 


positions 
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Figure 2.3 
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Time Comparison of Attacker 


and Defender Cycles(notional). 


Although 


Situation, 


this is a very 


Simplistic and 


it nonetheless demonstrates 


hypothetical 
the advantages that 


occur when the command and control cycle is shortened py any 
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node in the network. The earlier the Critical sector œan be 
reinforced, or the deeper the attacker can be interdicted, 
the more likely the ratio in the sector can be reduced to 
RIH and a breakthrough prevented. Consequently, any reduc- 
tion in cycie time can ре directly equated to an increase in 
effectiveness of the force. Therefore, reauction of the 
Interpretation node's processing time by a decision aid 
uSing evidence combination will have a positive effect on 
the battle. 

To further reduce cycle time, it is possible to 
initially have a contingency plan allowing for a major 
attack in all sectors of the front. Once the critical 
sector 1S identified by the Interpret node, the plan ror 
that sector woula be executed. This contingency would 
almost remove the Decision node from the commana and control 
network. This planning concept would reduce the cycle time 
by that former amount allocated to the Decision node and 


further reduce the mission deficiency. 
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Comparison of Attacker 


Figure 2.4 
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111. EVIDENTIAL REASONING 


A.  BACKGROUNL 


As battlefield inrormation £lows into the Interpretation 
node of the Ccmmand and Control cycle, it must be combined 
or fused with prior informaticn to update the understanding 
of the enemy situation. As previously discussed, this 
process iS currently being accomplished by a man-in-the-loop 
system that can slow down the entire command and control 
cycle [ Ref. 1]. | Methods of evidence combination that can 
ennance, not replace, the human inference process wili novy 
be discussed. 

The pattlefield situation of Chapter II described the 
commander's desire to recognize the sector of main attack. 
The determination of the enemy's intentions can be viewed as 
a test of hypotheses consisting of all mutually exclusive 
sector combinations. Given the knowledge that an attack is 
imminent, such as the first battle in a European scenario, 
it is the analyst's job to accept or reject  tnese hypoth- 
eses. To accomplish this task, the analyst must place 
values or each likely sector, or hypothesis, indicating the 
probability of an attack in that sector. 

The comparison here o£ battlefieid reasoning to 
hypothesis testing is logical. The analyst has a set o£ 
hypotheses, ccmposed of tne sectors of possirle attacks, and 
their multiple conjunctions. These hypotheses indicate 
attacks over any one, or any combination, of the sectors in 
the force commander's zone oft responsirility. 

An example of this battlefield-situation will now be 
described. It will demonstrate the use ot an evidentiai 
reasoning process in the interpretation node. This example 


wili be used throughout the chapter. 
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To begin, suppose tne unit using this reasoning enhance- 


ment is a U.S. Division. The divisicn's area of responsi- 
bility is divided into three brigade sectors (1,2,3). The 
enemy attack, assuming this is the state or the battie, 
EE UNUNMOGCUE in Sector. 1, 2, ог 3. If it occurs near a 


brigade boundary, or is wide enough to cover nore than one 
sector, the attack could occur in combinations (1,2) or 
(2,3). If a divided attack cccurs, or attacks from adjacent 
ememy forces cccur, then (1,3) is a possibility. 

The battlefield, or population, is sampled via the 
unit's sensors, and the sampled evidence leads the analyst 
to accept or reject the hypotheses of attack locations. In 
the case of battlefield sampling, the sampling process takes 
place over time. 

This chapter will discuss the quality of the evidence 
presented to the decision maker, the use of Boolean and 
Bayesian methods to evaluate the analyst's hypotheses, and 
an in depth look at a technique for evidential reasonirg 


based on the Dempster-Shafer theory of evidence. 


B. THE QUALITY OF EVIDENCE 


In the tacticai environment, the Interpretation node 
will receive information from many sensors, both human and 
Machine. This information is inherently uncertain,  incom- 
plete, and sometimes inaccurate. Although less than 
optimal, this situation is the nature of the battlefield and 
the nature of the evidence received. The term evidence 
becomes appropriate nere since the irf£ormation received will 
be a basis rcr conclusions or judgements, not a clear answer 


to any one hypothesis. 


ЛЕ Uncertain Evidence 


Battlefield sensors cannot describe their sample in 
precise detail and, therefore, create inherent uncertainty 
in the reports they generate. Some sensors can indicate 
movement direction, size of the element, or type of unit 
observed. Other sensors may only report that a unit is 
moving and may not detect the size or exact location of the 
target. None cah give a complete deScription o£ the event. 
The Sensor or operator is always uncertain of many attri- 
butes of the target. As Lowrance and Garvey recognize 
[ ВеЁ. 6] the evidence tends to lend varying degrees of 
Support to one or more hypotheses rather than completeiy 


specify tke event. 
2.  ILcomplete zvidence 


The sensor information will also be incomplete. The 
battlefield sensor can only "view" its assigned sector ot 
Search. It can describe what it sees, but cannot ¡enu. 
evidence to what it cannot see on other parts or the Lattie- 
field. The analyst shoulá realize that this incompleteness 
exists, and direct movement of Sensors or change sensor 


search areas to receive a more complete rattlefield picture. 


3. Incorrect Evidence 


SSS SS SE eet A ee -— —— 


The third characteristic of the information 
collected by the sensor is that it couid be incorrect. The 
operator, interpreter, or soldier reporting could be 


completely mistaken in their spotting, or the eneny could be 
using deceptive techniques to confuse the opposing force. 
For these three reasons: uncertainty, incomplete- 
ness, and inccrrectness, the hypotheses or propositions can 
only be attributed degrees of support based on the evidence 


received. No one piece of information can be accepted as 


a2 


complete truth. Therefore, it is the iterative process ot 
combining information from all sources through time, that 
will lessen the damaging effects of poor-quality evidence 
and produce good intelligence. To-accept or reject the 
propositions kased ona single, cloudy piece of evidence 
would certainly bias the entire intelligence prediction 
effort. 

What statistical methods can be used to evaluate the 
evidence in terms of lending support to the acceptance or 
rejection of the hypotheses? Three methods of evaluation 
will be discussed. These are: Boolean Logic, Bayesian 
Inference, and Evidential Reasoning using the 


Dempster-Shafer theory of evidence combination. 


C. TWO COMMON METHODS FOR EVIDENCE EVALUATION 


l. Boolean logic 


In Boolean logic the hypotheses or propositions can 
oniy be represented as True or False. Varying degrees of 
support are not accepted, and any information relative to 
tne hypothesis would have to be interpreted as total support 
cr total negation. 

As Lowrance and Garvey indicate [ Ref. 6], Booleaa 
logic cannot capture the partial belief in hypotheses gener- 
ated by the ccarse evidence received. The battlefieid will 
never be an area for clear cut decisions in black and white, 
but wiil always tend towards decisions that deal with the 
"grayness" of the evidence. 

Continuing with the Division example, a report is 
received oz a Small unit, an enemy motorized rifle company, 
moving towards the Forward Line of Troops  (FLOT) of 
Sector 1. This activity could be the advance of the enemy's 
reserve force indicatirg a Lreakthrough attempt, or it could 


bea trfeigüing action, сг only a partial repositioning of 


(2) 
ы) 


troops. Based on this activity, the analyst cannot, with 
100% certainty, predict that the main attack iS coming in 
Sector 1 (True) or that it does not indicate an attack in 
Sector 1 (False). Nor does ‘the evidence negate or support 


the possibility of attack in the other sectors. 


2. Bayesian Inference 


BayeSian methods have been proposed as a basis for 
several decision aias (Refs. 7,8]. However, these netkods | 
have innerent inefficiencies in dealing with disbelief, 
information supporting the compliment of the hypothesis, and 


a priori probabilities. 
a. Bayesian Formulation 


A Bayesian approach [Ref. 7] would consider 
various hypotheses, such as an attack in Sector 1 (S1) given 
sone datum (D) -from a Eattlefield sensor. The probability 


that (S1) is true given the data would te: 


P(D{S1) e P(S1) / P(D) (3. 


Е (51110) = 
where: 
P(S11D) = posterior probability of the (3.24 


hypothesis given the observed datum. 


Р (0151) = probability of the datum (3358 


given the hvpothesis. 


P(S1) » pricr probability of the hypothesis (3. 4) 
before the datum. 


P(D) = probability of the datum occurring. (3250 
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The task of determining just this last prok- 
abiiity of a datum occuring on the battlefield, is more taan 


formidable. Given a fixed set of target describers : 
ED = "(ta ( 1) ,ta(2),...,td(1)) (3.6) 


Where td(1) and td (2) couid be map grid coordinates in 
easting and northing, td(3) could be the type of unit, td(4) 
the size of the unit, td(5) the direction of movement, etc. 
The analyst | would then express partial beliefs over TD by 
distributing relief to the elements of TD. 

For example, a report 1S received about a tank 
company in the intelligence analyst's area of responsi- 
bality. He must now determine the probability of detecting 
the tank company at the reported location. in this case TD 
= (td(1),td(2)), the set of grid coordinates in the division 
zone. Probabilities must be mapped to all grid coordinates 
in his area which are maneuverable by tanks. The anaivst 
then adds tne probabilities tor tá(1) and td (2) ООЕГ-- 
spond 1ng to the reported grid coordinates or the tank 
company to determine the probability of the datum occurring. 

Probabilisticly, a piece of evidence will map 


the propositicns in TD to the closed interval [0,1]: 


n : TD --> [0,1] e T 
where 
Sia (ta) = 1, for td in TD | (3.8) 


In other words, tne conjunction of all evidence from the 
mapping must equal one, the basis Гог а  probabiiity 


Statement. 


Then for any proposition defined over TD, such 
as the report of the tank company (TANK), the probability of 


occurrence is: 


foc ali tasin- ID} (3284 
Prob( TANK) = SUM m(td), td in (TANK) 


The protability or proposition (TANK) is determined by the 
sum of the probabiiity of all location possipilities that 
are elements or the proposition. 

It follows tnats 


Prob( TANK) = 1 - Prob (not TANK) (3. 10) 
and since the environment sums to 1: 
SUM m(td) - 1, td in TD (3. 01g 


Thus all probability not in (TANK) would lie elsewhere in 
ID, ав seen ты ве US The inherent problem with 
this approach is that the sensor operator, the intei i um 
analyst, or an expert, must determine each a priori prop- 
ability for the partitioning of TD into its elements 
(+а (1) „ +а (2)... а (п) ) given by the mapping m. 

This mapping would not be a great problem given 
a rich data base for a well-defined environnent. However, 
on the battlefield, the sensors will be receiving data on 
nicro events tnat may onay occur once, and depend on tine, 
weather, terrain, or any other target descriptors used іг 
(TD). To compute a priori probabilities given the general 
nature of the situation wouid be an endless task and may not 


Le acceptabie ror time-critical tactical decisior making. 
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Using equation 3.1 and this chapter's example of 
a main attack against То Consider the Bayesian task 
of determining the probability of an cccurrence. If datun 
(D is the report of tne advancing motorized rifle company, 
then P (D) is the probability of a such a company advancing. 
Immediately the analyst is in a predicament. He could make 
a calculated guess about this value if an extensive data 
base existed. However, there is no data pase, and the 
analyst definitely does not have the time and пау not have 
the expertise to concern himself with these detailed 
parameters. 

Further, woat specific type of company was 
opserved by the sensor? if it is a reconnaissance company, 
then the prokability of this datum occurring could be high. 
Next, the prebability of attack given tnis datum (P(S1/D)) 
must be considered. There are now more factors ana prob- 
abilities with which the analyst must concern himself, most 
of which are not known. 

If the advancing company iS a Second echeion 
element, then there would be a low prokability of the unix 
being in this  f£crward area, unless 1t is the advance or a 
breakthrough attempt. This probabilistic predicament couid 
go on and on. Because of the many unknowns, Bayesian infer- 
ence may not de the most desirabie method with wnica to deal 
with battiefi«cid evidence courination. 

Also, a Bayesian supporter would say that if 
evidence suppcrted two mutually exciusive propositions, and 
there was no reason to consider either over tne other, each 
should be assigned equal protabilities. SO, if evidence 
ро proposition (X ог У от 7), with probability 0.6, it 
supports individual propositions (X) , (Y) , (2) шысы prob- 
ability 0.2. Asa result, there is a twofolà support of the 


disjunction o£ any two of these propositions over the other. 


If: 


Р(Х ок Ү ог Z) = 75 
апа 

P(X) » P(Y) = Р(2) = 0.2 
then: 


P(X or Y) = 0.2 + 0.2 = 0.4 = 2 e P(Z) 


However, there was no evidence received to indicate that the 
disjunct occurrence (Х ог Y) waS greater than the singleton 
ОЕ). The only proposition the evidence supported was (X 
GEL VDE TZ), and in no way could distinguish it between 
subsets oz that event. 

Further problems result from the inability to 
represent ignorance (lack of support) through Bayesian 
methods. In the natural reasoning process of the analyst or 
human sensor lies a critical and distinct dirference between 
lack of support for a hypotheses and support for the compli- 
ment ot a hypcthesis. If (X) and (Y) are the two proposi- 
tions under consideration, then in a cognitive rrame, lack 
ot support for (X) does not necessarily eguate to supro mo mu 
(X). 
| If: 


P(X or Y or 2) = 0.6 
then in BayeSian terms: 
1 - P(X or Y or Z) = P{not (X or Y or 2) ] = 0.4 


Of utzost importance, it is critical to recognize that the 
eviúence received was incomplete and this distinction 
between (X or Y or Z) and not(X or Y or 2) .cannot be made. 
Due the sersor’s restricted sampling of the battlefield, the 
eviderce can cnly support the disjunction, not refute it. 
The concerns of representing uncertainty and 


ignorarce while dealing with pattlerield-quality evidence 
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lead to the theory of evidence proposed by Arthur Dempster 


and Glenn Shafer. This is not to say that Bayesian 
Inference should not be used on the battlefield. On the 
Contrary, if the probabilities for the use of Bayesian 


Inference are available and if the analyst can distribute 
probabilities to singie elements, then definitely Bayesian 
Inference should be used. However, if these conditions are 
not met, and tremendous assumptions would be required to 
meet the BayeSiah prereguisites, then Dempster-Shafer should 


ke considered as an alternative. 


D. THE DEMPSIEB-SHAFER THEORY 


This thecry of evidence comoination was conceived Ly 
Arthur Dempster [Ref. 9], and later developed py one of 
Dempster's students, Glenn Shafer [ Ref. 10]. It is a theory 
of evidence because it deals with support of propositions 
based on evidence. It allows for quantifying ignorance, or 
lack of knowledge, as well as uncertainty. It uses a tern, 
Бу, to indicate lack of belief in a proposition 
rather than suggesting support of the compliment of the 
proposition. The term, Belief, is used to indicate support 


for any proposition. 


1. Formulation 


The Frame of Discernment, the set of ali mutually 
exclusive propositions, is represented by: THETA. The 


domain of THETA is the set of all possible subsets of THETA. 


Domain Size = 2 exp |THETA{ subsets i. 12) 
(2 raised to the magnitude of THETA subsets) 


-t 


An example of a Frame or Discernment would be the 
three brigade sectors or the division zone in whicn the main 
eneuy attack “could occur. In this case THETA = (1,2,3), 


assuming 3 brigades in a division. 
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The dcmain would be 


(1,2,3) (1,2) (1 


which are all the s 


0, D 
Belief and will not 


will always 


calculations in the 


The mapping 


(З) (2,3) (1) „ (2), (3), () 


ubsets of ТНЕТА. Although the Null Set, 
e a Subset of THETA, it 


be listed as a subset in the rest of the 


will never have 


Chapter. 


of probability assignments to the propo- 


sitions is аспе by a Basic Probability Assignment (ВРА), 
referred to as Mass -(M), which satisfies: 
M(Null Set) = 0 (3. 13) 
апа 
SUM Mi) = 1, 1 1п ТНЕТА (3. 14) 
(the sum of Masses over THETA = 1). 
Support for any proposition (X) is given ty 
Belief (X), or Bel(X), defined as: 
 Bel(X) - SUM 4(i), i in X (3. 15) 
Belief is the sum of all the Masses of all subsets of the 
proposition. The Belief of (X) is the measure of the Mass 
constrained to stay somewhere in (X) [Ref. 12]. Belief of 
an attack in sectors (1 or 2 ) would equal: 
Ве1 (1,2) = M(1,2) * M(1) * M(2) 
Related to Belief is Plausibility or the Upper 


Probabiliey Function 


that has potential 


defined as the tctal probability Mass 


for moving into (īx). 
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Plaus (X) = 1 - Bel (not X) (9570) 


In the example, 
Plaus(1,2) = 1-Bel[ not (1,2) ] = 1-Bel(3) 


The Doubt of (X) or Dou(X): 
Dou(X) = Bel(not X) (5-10) 


is the measure of probability forced to stay out of A. 


Dou (1,2) = Bel[ not (1,2) j = Bel(3) 
It follows that: 


Plaus (А) > Eel(A) 2 HM(A) (32013) 


in contrast with Bayesian Inrerence, Dempster-Sharer 
allows motion cf Masses throughout the Irame or discernment 
since each Hass пееа пої be constrained to single eiements 
wan THETA. Therefore, no requirement exists to commit 
Masses tó elements past tre level of recognition contained 
in the report, constrained by the sensor's iimitei 
capabilities. 

If evidence received indicates an attack in Sector 1 
or Sectcr 2, the support need not be divided between tne two 
propositions, (1) and (2). Іс movement of enemy forces 
towards the front occurs on a road bisecting the two zones, 


it is not necessary to say that: 
EZ) = 1/2 ® 241,2) 


but instead, the evidence can be assigned to the superset: 
(1,2). | 

By using the two values of Belief and Plausibility, 
support ror a propositior or hypothesis can ve expressed by 


aminte val as follows. 
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Evidential Interval (EI) = [Bel(X),Plaus(X) } (3.10) 


where the difference, Plaus(X) - Bel(X), сап Бе referred to 


as the Ignorance remainirg about (X): 


ig(X) = Bel (Xx) - Plaus (X) ( 3292190 


If I3(X) = 0, there exists no Mass available to move 
intor). Further, if Ig(X) = 0 for ali propositions, the 
system is Bayesiar. This is true since this would reguire 


that all 4asses be distributed to singletons in the frame of 
THETA. For this reason, Bayesian Inference can be described 
as a subclass of the theory cf Belief functions [ Ref. 14]. 
Table 2 show some examples of tkese Evidential Interval 


values. 


E uolo EE C cuc Аш 
TABLE 2 
EXAMPLES CF DEMPSTER-SHAFER EVIDENCE INTERVALS 
X (0,1) => No knowledge at all about (X). 
X (0,0) => (X) is false. 
Ха) => (X) is true. 
x (0.23,1) => Evidence provides partial 


ВОт БОЕ pal Yas 


X (0,0985) => Evidence provides partial 
support for (not X). 


eg Oe OO ell i B ipae ee cc. CARO rs, ici. CRA. ыш 


X (0.25,0.85) 


11 
М 


P ro Di of (X) is between 

| 0.25 and 0.85;i.e., the evidence 
| simultaneously pu a Support 
| | for both (X) and (not 3 

| 


оао паба ы к RS a. ea Ci с e, ate жи. «тай» es ai ens. PR rn, = 
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In the continuing Division example, a report is 
received indicating a strong possibility of attack in Sector 
(1 or 2) represented as (1,2) and a slight possibility of 


attack in Sector 3, represented as (3). The analyst assigns 


Mass (1,2) = 0.6 and Mass (3) = 0052: The renainder of Mass 
(0. 2) cannot be assigned elsewhere, SO lS assigned to the 
Set representing the entire frame, Mass(1,2,3) - 0.2. These 


Mass values must be determined in some way by the analyst. 
He may use probabilities derived from prior analysis oz 
enemy tactics if available, ог may use als own judgement 
based on knowledge of enemy tactics. The latter method wili 
be further discussed in Chapter Y. For now assume that tne 
analyst has determined these values. 

Belief is now limited to those sets whose subsets 


have Mass or: 


КОО ОО ООШ ООЛО з) т (1,2) * M(1,3) + H(2,3) 

ОМС) m H2) т (3) 

И. ОО 0.0 + 0.0 + 0.0 + "0.2 = 1.0 
Bel (1, 2) М (1,2) * M(1) * M(2) 0.6+ 0.0 + 0.0 = 0.6 
ВЕТ (2,3) = (2,3) + 42) + M(3) = 0 + 0 + 0.2 = 0.2 
Bel (1,3) = if(1,3) + 4(1) + M(3) ЖОО 0.2 = 0.2 
Bel (3) M (3) = 0.2 
Веі { 1) Bel (2) = 0.0 (They have no Mass assigned) 


As seen in the above example, since THETA exhausts all 
proposition possibiiities, the Belief in THETA is always 
equal to 1.0. The Plausibility and Evidential Interval ror 
(1,2) would be: 


(1, 2) = 17-- Bel(not(1,2)) = 1 - Bel (3) 
= 1- 0.2 = 0.8 


Evidential Interval = [Bel (1,2) Pla us (1,2) ] 
= [0.6.0906 1 
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The Igncrance would be: 
Та (1,2) = 0-8 - 09264 - 


The Evidential inter vals (El) for all the sets are: 


El (1,2) = [0.6,0.87 
ET (2,3) = [0.2,1.0] 
БЇ (1з) Ч= г02 
BI(1) = [0.0,0.8} 
EI(2) 2 [0.0,0.8 ] 
(3) = О. ОШ 


2. Combination of Evidence 


Dempster-Sharer allows tor the combination ШЕ 
evidence from knowledge sources or sensors оп the battle- 
field. Given two 4ass assignments Mi and MZ new Masses are 
computed by the orthogonal sum М1 9 42 (where ð represents 


orthogonal sum) defined as: 


МСО Ее e | (3-28 

M(A) = (SUM [M1(X) ж М2(Ү) ]}/K (3. 22) 
where (X 8 Y) = (A); (6 represents intersection) 

К = 1 - SUM [M1(K) е М2(Ү) |, (X & Y) = Null Set 


SUM [h1(X) e 42(Y) ], (X & Y) * Null Set 


From Equation 3.21, the Mass assigned to the null set must 


equai 0. This is accomplished Ly the normalization of the 
Masses assigned to all other sets. The normalization 
factor, K, 1S egual to 1 - the Mass assigned to the nuil set 


after combination. Кк is also equal to the sum of the Masses 
assigned to the’ subsets of THETA (less the Null Set) after 


combination. 


ua 


'The new Mass, or combined Mass assigned to (A), is 
the orthogonal sum ОГ the Masses (divided by the 
normalization factor) where (X 8 Y) - (A). This orthogonal 
sum combination technique can be further shown by the unit 


square in Figure 3.1. 


| 


М: (А) х М?(Х) 
dedicated to 





-— p ga D e A a oa FA ae, EE Ge eee OE ae” eens EE Gee eee, ықы» 
. 


Unit Square 


EE BEEN T" — 


| 


Figure 3.1 Unit Square Example of Orthogonal Sum. 


Continuing with the example, a second report 15 
received by the division intelligence analyst for which he 


assigns Masses as follows: 


N2(1,3) = 0.3 
M2(2) = 0. 
E 2,3) Ja 


(where M2 designates second report). 


(4) 


— 


Figure 3.2 shows the orthogonal sum ot these example Masses. 
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M2(1,2,3)= M2(1,3)» М2(2) = 


0.4 0.3 0.3 


M1(1,2,3)= (02730) 


0.2 


M1(1,2)= 
0.6 


| 
| 
| 
| 
і 
| 
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№1 (3) = №11 Set 


0.2 0,06 


------------р 
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Figure 3.2 Orthogonal Sua of Example Masses. 


The Ncrmalizing Factor (K) in this example is: 


К = (1-0.06) = .94 
(1-4ass assigned to the Null Set) 


New normalized Masses are: 


M(1,2,3) = .08/.94 = .085 
М(1,2) - .24/.94 - .255 
M(1,3) = .06/.94 = .064 
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1(2,3) = 0.0 (not an intersection set 
in orthogonal sum) 
M(1) = .18/.94 = . 192 
M(2) —- (206 + .18) /.94 
М (3) = (.08 + .06)/.94 


255 
. 149 


New Beiiefs are computed as follows: 


1. 2,3) = 2085 + .255 + .064 + .192 + .255 * .149 
= 1.0 

БОШ(1,2) = «255 + .192 + .255 =.592 

Bel (1,3) = .064 + .192 + .149 = . 405 

Bel (2,3) = 0.0 + .255 + .149 = .404 (has belier even 
though nc dass,due to Mass in its subsets) 

Bel (1) = .192 

Ве1 (2) = . 255 

Ве1 (3) = . 149 


The new Evidential Intervais are: 


ШЕ(1,2) - [.502,.851] 
E? 3) — [.404,.808] 
ШІН 3) = 1.105.745) 


FI(1) = [.192,.596 ] 
.EI(2) 9 [.255,.595] 
EI(3) = [.149,.498] 


These results show strongest Belief in the pair 
(1,2) due mainly to the assignment of Mass = .6 to this set 
from M1. Belief in (1,3) and (2,3) are approximately equal, 
.405 and .404 respectively. Belief for single elements is 
Strongest for (2) due mainly to its Mass assignment from M1. 
The final Beliefs foilow fron the Hass assignments, which is 
appealing. E 

Also note the changes in the Evidential Intervals 


díter combination. The intervals have narrowed for most 
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sets and no set has a Plausibility of 1.0. The Ignorance 
(Plausibility  - Belief) for all sets except (1,2) has 


decreased. 


3. Independence of Knowledge Sources 


A point of interest in Dempster's rule of combina- 
tion 1s the independence of knowledge sources or indepen- 
dence of reports from the Same source. How does this method 
deal with multiple sightings from Same or different sensors? 

Iz the sigkting or sensor data come from different 
knowiedge sources, then this evidence can be considered 
collected rrcm independent elements. Sensors will occupy 
difrerent terrain positions and nave varying operating char- 
acteristics and capabilities. 25 such, Бе know ledge 
sources will derive enough independence for tnis method to 
produce desired results. 

If the same sensor reports the same data, tnese 
reports are nct independent in tne sense that they come from 
the same source. However, if the same sensor reports on the 


same unit of activity, but the location or any other mE 


table characteristic of the unit changes, then this is 
Considered sufficiertlv independent. An example would be 
reports on movement direction of a target. This reporting 


wcuid be considered independent for the purpose or indi- 
cating a contidence towards or away form a hypothesis 
[ Ref. 11]. 

If the same senscr is reporting on an activity that 
does not move, a nigher headquarters location, then this 
Should ре used as rew evidence. It contirms headguarter 
location and also the fact they are not moving (Shown by 
many reports from the same sensor) and therefore may indi- 
cate something to tne analyst to be included in the evidence 


combina tion. 
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4. Some Points of Contention with Dempster-Shafer 





Conflict over the Dempster-Shafer theory of evidence 
arises from the following: 

a) Normalization. This is the normalizing of resultant 
Masses after combination. Mass that would go to tne 
null set is ignored and Masses going to THETA are 
normalized. 

be total Conilict. : When total conflict of evidence 

‘occurs, Mass for all sets sums to zero. The normal- 
izing factor (K) is equal to zero, and the attempt to 
divide ky K, of course, ace This Case is ihe same 
as Sending all Mass into the null set. 

However, there are several explanations to reduce 
concern over these events. 

(1) Normalization. Consider Masses tending to 
support conrlicting propositions, propositions that Lave no 
intersection. The Mass in this event flows into the nuil 
Set indicating conflict between Masses from knowledge 
sources, Since this conflict occurs due to uncertainty 
about the Situation at hand, as more evidence is received 
E rct will diminish. 

Also, as certainty toward the correct 
proposition increases so does ability to decrease the number 
cf elements in THETA. Then, less conflict will occur in the 
evidence from sensors and the need for an evidence combina- 
tion technique that deals with uncertainty diminishes. But, 
this is not the case on the tattlefieid, where the sensors 
are spread over great distances across division fronts. 
These sensors are directed toward different areas of the 
front and a great diversion 'of information is desired by tbe 
intelligence analyst through a wide variety of contacts. 

Normalization, then, is just a means of 


deaiing witn the conriicting nature of evidence. The 
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Measure or weight of conflict is represented by the magni- 
tude of the normalizing factor (Kk). К indicates how much 
conflict occurs between the current Mass assignment and the 
resultant Mass values of previous assignments. If the set 
of ali possibilities is the Frame of Discernment, the null 
set cannot occur. The Mass assigned to it represents 
conflict, a ncrmal occurrence when so many sensors report so 
varied data. The Mass cannot remain in the null set, there- 
fore all 4asses are normalized. 

A large measure or conrlict occurs in the 


foliowing exarmple: 


AMEN = 799 
MdB) = 294 
М2 (С) = .99 
мв = Xd 


МІ 2 M2 yield: 
M1(B) = .0001 
41(Nuli Set) = .9999 


Normalizeca results are: 
<= 1- ¿99825 = .0001 


11 0 42 (B) = .0001/.0001 = 1.0, a questionable result 


= 


However, if in fact (A,B,C) were the only 
possible results, this conclusion is logical. Only througii 
compiaing this dattierieid-gyality evidence and dealing with 
inherent uncertainty can the analyst reach conclusions about 
the hypotheses. If the rigorous methods like Bayesian 
Inference cannot be used, then Dempster-Shafer seems to 
offer a logical alternative. 

(2) Total Cont liter The Second shortcoming, 


tctal conflict of evidence, is caused by total combined Mass 


going to the null set aborting any combination effort. This 


"occurs Бу assigning total Mass from two knowledge sources to 


sets with no intersection, such as: 


M 1(A,B) то 
M2 (C ,D) 120 
Й1 а м2 ==> К = 0 


since: 
[ (А, В) & (C,D)] » Null Set 


However, is it possible to be 100% certain 
Of (A,B), yet at tue same time, to be 100% certain of (C,D)? 
No, this situation and resulting conflict are unacceptable 
and can only ke resolved by the realization that,again, the 
analyst is dealing with uncertainty. Inaccuracies in knowl- 
edge sources cannot allow assignment of probability Masses 
in this manner. 

As further froof, consider the roliowing 
exampie [Ref. 12]. A fair die is rolled and knowledge 
source one places all Mass in the proposition that the 
number is even, M1(EVEN) = 1.0. Conflicting evidence fron 


knowledge Source two places all Mass in the proposition that 


the number is odd, M2(ODD) = 1.0. The result of combination 
assigns all mass to the null set since (EVEN & ODD) = Nulli 


Set, and the combination fails. 

This example shows that this occurrence 
wouid tend to violate the assumption of uncertainty of tis 
evidence and also falsify any logical reasoning process. 
The analyst cannot let this occur under any method of 


evidence combination. 


E. BAYES" RULE OF CONDITIONING 


= 


In a battlefield situaticn, using Bayes' conditioning 


rule to combine evidence does not seem to generate more 
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satisfying results than those achieved by the 
Dempster-Shafer method. 

А probability distribution m would be transformed by 
Bayes’ Rule to m' by the receipt of additional information. 
It is necessary to restrict the domain of m to elements oz 


(X) when using this rule.  Bayes' rule is: 


for all i in THETA: (3.27 
m'(i) = 0.0, if i not 1n 909 
ш* (1) = m(i)/(1-k), if 2 in (X) 


where: 
К = SUM m(1) < 1, i in (X) (3. 24) 


Or from equation 3.1: 
Р(51|0) = E(D{S1) * P(S1) /P(D) 


Using the resuits of the prior knowledge source report 
outcome, P(S1), P(S1]D) is updated by the probability of the 
new datum, F(D), and probability of the datum given the 
hypothesis, P(D|S1). 

A more tractable form of the equation can be constructed 
using likelihcod ratios where: 

Р(511|0)/Р(<210) = [P(S1)/P(S2) J#P(D1S1) /2(DIS2) ог 

Р ($115) ИР ($210) = [Р($51)/Р ($2) ]®1 (0 {$1:5$2) 


where L(DJS1:S2) = P(DJS1)/P(D{S2) and is calied the likeli- 
hood ratio favoring hypothesis S1 over S2. 

Now Since P(S1I{D) + P(S2jD) must equal one, the final 
values for pcsterior probabilities are determined bv their 
ratio. It is no longer necessary to determine the prob- 
ability of tne datum (P(D)), nor is it necessary to assess 
the protabilities P(DIS1) and P(DIS2) if the likelihood 


ratio L(D|S1:52) is used. However, it may be easier to 
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compute the likelihood ratio based on the probability 
P (DIS), which wili be demonstrated in an example. 
The follcwing example using this Bayesian metnod 15 


presented. Three hypotheses under consideration are: 


S1 attack in Sector 
52 


53 = attack in «Sector 3 


attack in Sector 


The zirst difficulty encountered using this approach is 
determining pricr probabilities. Should they be calculated 
using the first piece of evidence, or be based on other 
knowledge. Іп this example there iS no reason to favor one 
over the other, so assign equal probabilities: P(51) = P{S2)} 
= р (53) = 0.333. | 

The first piece of evidence received (D1) indicates 
Seong possibility of attack in Sector 3 (S3). TO ease 
Computation, all likelihood ratios will now be based on 
ЕЕ 3 c L(DiIS1:53), L(DÍíJS2:S3) and L(D1[(33:353) 
Will be used. Table 3 column 1(D1¡S(i)1:53) lists the lixe- 
lihood ratios baseú or this first piece of evidence. 

The likeiihood ratios can be computed in the following 
manner. Datum 1 (D1) indicated a high probability or attack 
in Sector 3, say P (D1153) = 0.8. To compute likelihood 
ratios, a comparison must be made wath the other pypotheses. 
If D1 indicates a small probability of attack in Sector 1, 
fi), сау 0.10, then the likelihood ratio L(D14S1:S3) = 
ЖЕ 8 -%125. As previousiy stated, this likelihood ratio 
could have aisc been determined ру saying that the prob- 
ability of attack in Sector 3 based on the datum is eight 
times greater than attack in Sector 1. 

Ро Or Sector 2 and 3 wili be .2/.8 = .250, or 
attack in Sector 3 1S tour times more likely than attack in 


Sector 2, based.on the datum. 


98 


The next piece of evidence received (D2) assigns the 


fcllowing likelihood ratios: 


1,(02151:53) = .70/.50 = 1.8 
L(D2Į52:S53) = .80/.40 = 1.6 
L(D2153:53) = 1.0 


Now update all posterior probabilities for comparison 


using the three equations and three unknowns: 


P(S(i){D)/E(S31D) = [P (S(i))/P(S3) ] * L(D1IS(i)):S3) 
e L(D2{S{i):S3), for all i 


and solve simultaneously. 

Column Р (5(1)) 12) of Table 3 (where D represents all 
evidence received) shows the final posterior protabilities. 
Now comparisons of hypotheses may be made using these poste- 


rior prcbabilities. 


TABLE 3 
BAYESIAN INFERENCE EXAMPLE USING LIXELIHOOD RATIOS 


P(S(i)) L(D1iIS(i):S3) L(D21S(i):S3) P(S(i)ID) 


| 
S1 | 5 3 2125 1.4 . 111 
5.2 | EE „259 1.6 . 254 
33 | E RS 1.0 685 


e e a OE a a OOA A ш. a E cus di amis tud 


P(S(i)) = Ecrior probability 
L(D11I5(1):3S3) 


L(D245(1):S3) = Likeiihood Ratio from second datum 


Likelihood Ratio from rirst datum 


P(S(1)|D) = Posterior probability 
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There are several problems encountered using this 
approach. First, how should the prior probabilities be 
chosen? If they are equally likely, then equal probabili- 
ties could be assigned as done in this example. It may be 
better to use tne first piece of evidence receive, but these 
priors must sum to one. If the initial evidence indicates a 
strong possikility of attack in Sector 1, but lends no 
support to the other hypotheses, how should prior probabili- 
ties be assigned to the other hypotneses? Sowe prior prob- 
ability must be assigned to the other hypotheses, if not, 
they will always have a posterior probability of zero. 


Second, there can be a lack of consistency in assignment 


of likeiihoods. There 1S no constraint to the magnitude of 
the ratio. In the examvle, а iikelihood ratio of 1.4 was 
used. Мес, 1r “desesong indicator of attack (.9) was 


compared to a hypothesis wita a very Slight chance of attack 
(2007), then a likelihood ratio of .9/.061 = 900 would 
SW. This lack ot constraint on the magnitude of the 
likelihood ratio may lead to inconsistencies as the infer- 
ence progresses through many likelihood ratios. 

Shafer апа Туегвку (Ref. 13] remark that traditional 


Bayesian theory has been  ccncerned with wnat they cali 


observation design. This design deals with outcomes of 
Statistical experiments. In the experinental space, the 
analyst knows the possible outcomes and answers. ¿rior 


probabilities tor parameters can ре assessed in advance. 
Bayesians have gradually extended their experimental space 
to the area of data analysis where probabilities are not so 
clearly defined. This possible over extension or Bayesian 
Inference could lead to its partial demise in the Lattie- 
field hypothesis space. 

This section has not been presented as a critique of tae 
Bayesian rethod, but as an insight that there are problems 


witn Bayesian methods as with Dempster-Shafer. 
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IV. A COMPUTATIONAL VIEW OF DEMPSTER-SHAFER 

A major drawback to the use of Dempster-Shafer has been 
the long calculation time reguired due to its computational 
complexity. For exampie, the computation of Belief requires 
time exponential in {THETA| [Ref. 121. AS part of this 
thesis research a decision aid was created to assist in the 
Dempster-Shaíer Computations. Appendix A contains a 
description of the aid, as well as, a listing of the PASCAL 
code. This aid should not be considered e fully operational 
military decision aid, but rather a prototype or example of 
an automated evidence combination technique. 

The aid is designed to lead the user through the steps 
necessary to set up and use the Dempster-Shafer tneory. The 
aid's output has been verified by comparison witk manually- 
computed solutions ot problems using Dempster-Snafer. 
Identical results were achieved. The output of the model 
used for these checks was Belief, Piausibility and Mass. 

Alt hough this exponential computational time factor ofr 
Dempster-Shafer has been discussed in lergth, 
[ Refs. 6,12,15], no actual computational data was found to 
Support it. An additional benefit of the aid was the 
ability to new record these computational times. Also 
discovered through the use of the aid, was the memory lini- 
tation of the computer after all subsets of the Frame of 
Discernment were enumerated. 

Reauction in the computational complexity Gu 
Dempster-Shafer wail be addressed in this chapter, but 
first, a brief discussion of the Dempster-Shafer aid created 
will be presented. Efficiency of the aid in terms of compu- 
tational time and memory requirements will be described in 


more aepth. Then methods of reducing computational 


‘complexity presented by Barnett (Ref. 12], and Gordon and 
Shortliffe, [Ref. 15], will be discussed. A third method of 
reducing computational time, Multiple Frames of Discernment, 


will be presented. 


А. A DEMPSTEB-SHAFER DECISION AID 
1. Description Of Ihe Aid 


The aid is designed fora user familiar with tne 
Dempster-Shafer theory. The user wjll first see a screen 
informing him of the theory used in the aid. Next, the size 
of the Frame of Discernment is requested. A letter of tne 


alphabet is assigned to each member or tne Frame ог 


Discernment. If a Frame had rive members, THETA would be 
represented Do TAB, D,E), nr 47 Members THETA - 
В.С, Г. Е, №, 6) “etc. The user is then told the Frame will 


te represented by these letters. 
Ali subsets of the Frame are generated by procedure 
еба да гет For each subset, this procedure creates a 


PASCAL record structure that contains tne items of Belief, 


Mass, and Plausibiiity may be stored. The sets are sorted 
by size by procedure  "Quicksort'" to assist in the searca 
efficiency throughout tne prograi. Next, («пе aid inforüs 


the user of the item number for data input. The item number 
is just a means Or keeping track of the numcer о: ісор5 
through the projram, which equals the number of data items 
combined. 

The user then enters the set for waich he wants to 
assign Mass. asses are assigned for all desired sets and 
then combined DY procedure "Combine! using the 
Dempster-Shafer theory. 

The user is then asked if he desires Beliefs to be 
corputed. If so, Belief and Piausioility are computed by 
procedure "belief" and displayed. The program then returns 


to tne input mode and wiii cycle until ended cy the user. 
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2.  ,£fficiaency Of Тһе Аба 
AS previously stated, a drawback to the use “Ge 
Dempster-Shafer is the time reguired to compute Belief. AS 
discussed in Chapter III, Belief for a set requires the 


summing of the Masses of all subsets of the tarent set. 
Figure 4.1 shows execution time for the computation of 
Belief by the . aid, as well as, times for the other major 
program procedures. 

The execution tiae for procedure Generate increases 
exponentialiy. The procedure recursively generates subsets 
and must check for repetition of sets as it proceeds. The 

number of subsets is exponential in THETA, 2 exp |IHETA|. 
е the ‘size of THETA grows, the number of subsets grows 
exponentialiy, and also, the number of repeat subsets to be 
checked and eliminated increases. Fortunately, Generate is 
only executed once at the beginning of the SeSSion. It E 
possible to eliminate the generation of subsets altogether 
by reading in subsets from hard disk or floppy. All subsets 
for various sizes oz Frames of Discernmerts couid be stored 
and simply read at the beginning of tne program. 

| Unfortunately, the execution time problem tor Belietrt 
computations 1S Lot so easily solved. Belief will Бе 
computed whenever the user desires a status ог арои 
Subsets. às tne number oft subsets grows, this computation 
шау cause the user an unacceptable waiting time to view 
Belief. During this time no input can pe made for new 
Masses. Tne way this program is designed, muitiple data 
entries can ke made without involving the tine intensive 
Beiief procedure. In a battlefield scenario, the Belief 
computation would be done only when conclusions were 
required, not atter each data input.- 

Peraaps a greater limitation in using MUSA 


computers to .sclve many real world problems is the large 
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memory requirements demanded Ey Dempster-Shafer. With this 
particular coding scheme using a PASCAL record to represent 
each sutset, memory limitations (320K RAM) were reached at a 
Frame of Discernment size of 9, which equals 2 exp 9 = 512 
subset of THETA. | 

The military examples used so far in this thesis 
have had a Frame size of three elements and total size of 2 
exp 3 - 8. As seen in Figure 4.1, no noticable time delay 
occurs at this level, which is also well within memory 
storage limitations. However, the seiection of rrame sizes 
above this level might cause unacceptable delays, especialiy 
in ceal-tine battlefield applications. 

The three methods for reduction in complexity 


mentioned in the introduction will now be discused. 


В. BARNETT*S METHOD, SINGLETON HYPOTHESES AND THEIR 
COMFLEMENTS 


Barnett, (Ref. 12], showed that if all tne subsets of 
the Frame of Discernment can te reducea to singleton пу роёһ- 
eses and their negations, computational time will be reduced 
from exponential to polynoniai order. 

Before proceeding, a new military example wiii be used 
to demonstrate the formulation of Barrett's metrod. . The old 
example of sector of enemy attack is not weii Suited for 
tnis metnod since it is difficult for the analyst to reduce 
the scope of the problem to singleton hypotheses and their 
complements. | 

À suitabie military example гог the Barnett method is 
the analysis cf friendly axes of attack or enemy avenues or 
approach. Assure tnat the enemy or friendly force must 
choose the best approach into the comkat area, Given four 
avenues A, В, С апа р. These singleton hypotheses and their 


conpiements will be tne only sets considerea. This example 
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“will prchibit the analyst from assigning Mass to any combi- 
nation of elemeats, such as (A,D), though he may assign Mass 
individually to (A) and (D). Mass may be assigned in a 
sense to (B,C,D) by assigning Mass tc (not A). 

If the problem at hand can be reduced to subsets using 
only tne hypotheses and their complements, this method does 
not restrict the analyst. He will seek reports about the 
avenues of approach into his sector ог responsibility. 
These reports will consist of information about the terrain, 
weather conditions, natural and man-made obstacles, etc. 
The analyst will tren assign Mass to each hypotheses based 
on the information and infer the most likely enemy approach 


or best friencly axis. 
fe  (OMmiinaunon Of Barnett's 


Three steps wiil he used to represent the fornuia- 
tion of Barnett's method: 


a) Conbinaticn of elements and complements. 


1) Combine evidence confirming each Singleton 
hypothesis. 

ii) Combine evidence disconfirming each singleton 
hypothesis. 


Step 1 resuits in the formation of 2eN Belier 
functions (N={THETA]), one for each element and 
one for each element complement. 

b) Combination or element pairs. Combine the confirming 
and disconfirming evidence tor each element. This 
step forms N Eelief functions, one tor each element or 
THE ae 

с) Combination within THETA. Combine ail elements of 


THETA tc produce one Belief function. 


- 


Each step of this method will now be discussed. 
Only three avenues of approach (A,B,C) will now ke consid- 


ered to simplify the computations. 
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a. Step 1: Combination Of Elements And Complements 


For each singleton, and for each complement, the 
Mass assigned by all evidence received is combined. Jsing 
avenue of approach (A) from the example, the evidence 
confirming (A) after receipt of two pieces of evidence would 


be: 


МҰ (А) = М1 (А) 0 M2 (A) - 1-(1-М1(А)) «(1-М2(4)) 
(where (') represents Mass at the end of Step 1) 


Since only evidence confirming (A) is used here, Mass is 
assigned by M1 or H2 only to (A) or to (THETA), see Figure 
4.2. No Mass will be assigned to (Null Set). (1-41(A)) and 
(1-М2 (А)) represent Mass going to THETA from each individual 
assignment. Their product, (1-M1(A))e(1-M2(A)) represents 
combined Mass going to THETA. The remainder of Mass, 
1-(1-М1 (А)) е (1-М2(А)), goes to (A). NO normalization is 
required since nc Mass goes to tne Null Set. 

Suppose two more pieces of evidence are 
received, 43 and M4, that disconfirm A. Mass from step 1 


assigned to (not A) would be: 


M* (not A) = 1-(1-MN3 (rot A))e(1-M4(not A)) 
1 - M' (not A) = Mass assigned to ТЕЕТА 


This process continues for each element in 
DIETAS The result is 2eN Belief functions, where ee 
Belief functicn has two components one for each element and 


ror each complement of the element. 
b. Step 2: Combination of Element Pairs 


in Step 2, the Mass for each element andae 
couplement are combined. Figure 4.3- shows an orthogonal sum 
example or the combination for Mass that supports an item 


and its complement. 
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Шанс: лағы a, is. A. шанын» ii ЫШЫ: а.) iii: a ti ir. дары > 


аам 
| M2 (A) | 1-М2 (А) ог 
| | М2(ТНЕТА) 
| | ` 
М1 (А) | (А) (А) 

М1 (А) • М2 (А) | M1(A)e(1-42(A)) 
<<< ———- 
1-M1(A) | (A) (THETA) 

| 
| 


ог 
41 BETA) | (1- M1 (A) ) *М2 (А) 


(1-М1(А) ) * (1-42 (А) ) 
| | 


1-(1-М1(А))е(1-М2(4)) 
1- (dass going to THETA) 


Therefore: M (A) 


Figure 4.2 Orthogonal Combination Por Step 1. 


M' (not A) HH" (not su) 


(THETA) 


(A) 
M' (A) e(1-4' (not A)) 


Game eom est 


1-М% (А) | (not A) | (ТНЕТА) 
(THETA) | (1-M' (A) ) +A" (not 4) | (1-М! (А)) (1-4 (пов А) 


| 


Figure 4.3 Orthogonal Combination For Step 2. 
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In this step Mass will be assigned to the 
element, complement of the element, THETA and the Null Set. 
The Mass going to the Null Set: 


M'(Null Set) = M'(A)eM' (not A) 


must be removed and so the Masses are normalized by the 


factor: 
1-M' (A) eM (not A) (1 - Mass going to the Null Set) 


Mass going to (A) in this step, M"(A), will be the combined 
Mass of the intersection of M'(A) and 1-M* (not A), the Mass 
of the complement that was assigned to THETA fron Step 1. 
Ihe same analcgy is true ror the combined Mass going to (not 
A) in Step 2, M"(not A), see Figure 4.3. 

Ncw the number of Belief functions has been 
reduced fron zeN to М, опе for each element and complement 
pair. The resultant Masses are represented by Barnett as p 


and C, Where: 


p MV! (A) = М" (А) е (1-0' (по A))/(1-M" (A) .M* (not A)) 
c= M" (not A)= Mt (not A)e (1741! (A4) )/ (1-M' (A) e! (not A)) 


Also, the Mass assigned to THETA after combination in Step 2 
is represented by r: 


Е = 1 —"0 745 


and the variable, d, used later in Step 3 for normalization 
is the Mass assigned to tne complement of the element and to 
THETA. "d" is used in Step 3 to compute the Plausibility of 


each element and is identified now for later computations. 


d- rtc 
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БІ Step 3: Combination Nithin THETA 


Now the N Belief functions must be reduced to 
one by combination within the Frame of Discernment. The 
exampie Frame in this chapters (A,B,C), will be used to 
demonstrate ccmputations in Step 3. All results from Step 2 


will be represented as a function of their element, i.e.: 


p(A) = М" (А) 

C{A) = M" (not A) 
r(A) = i-píA)-c (2) 
ЕШ) - E (A) + c(A) 


The normalizing factor, К, ror the оуєга11 


Beliet functicn is: 


K - 1/(PROD d(i))e(1 * SUM p(i)/d(i)) (4.1) 
БЕП і in THETA 


Or: 
К = 1/(d (A)ed (B) +0 (C)e (1 + p(Aj/d(A) + р (В) /а (3) 
+ р(С) /4(С)) - с(А)ес(В) ес(С) 1 
Belief for each item (i) is puenccomputejl bv. 
Bel(i) - K(g(ijePROD-d (3j) (4.2) 


+ r(i)e PROD c(j)), j#i 


then: 
Bel (A) = Кер (А) •а(В) еа (С) + г(А) ес (В) ес (С) 


Belief for the complement of the item is computed by: 


Bel (not (i)) =-Ke{ (PROD d(i)*(SUM p(j)/d{(3)) (4.3) 
* c(i)ePRODd(j) - PROD c(i)], j*i 
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Bel (not A) = K[ (d(A)ed (B) ed(C) ) e(p(B)/à(B) * p(C)/àd(C)) 
+ c(A)*d(B)ed(C) - c(A) *c(B)ec(C) ] 


Àll Belief is computed in this manner to produce 
one Belief function.  Evidential intervals are then computed 


as follows: 
Evidential Interval (A) - [Bel(A),Bel(not A) ] 


Ihe following numerical solution of the entire 
method using the example will be presented to aid ir the 
understanding of this method. 

Eight items of evidence are received and Masses 


are assigned as follows: 


Item 1 4(A) = 0.6 
Item 2 H(not B) = 0.3 
Item 3 M(C) = 0.4 
Item 4 M(E) = 0.8 
Item 5 М(поғ А) - 0.5 
Item 6 М(поғ С) - 0.2 
Item 7 Я%(С) = 0.7 
Item 8 (0 -01 


Step 1: combine evidence for each item and eacu complement. 


Only (C) has multiple evidence and is combined as: 


M"(C) - 1-(1-М1(С))%е(1-М2 (C) ) e(1-43 (C)) 
A' (C) 1-(1-0.4)e(1- 0.79*(1.- 0.1) = 0.838 


H 


Step 2: combine the element and its compiement: 


Ц 


р (А) = М" (А) M'(A)e(1-M* (not A) )/(1-4' (A) eM' (not A)) 
p(A) - М"(А) = (0.6)*(1-0.5)/(1- (0.6) *(0.5)) = 0.429 


C(A) = M" (not A) = 4' (not A) 
e(1-M' (A)) /(1-4* (A) «*M' (not A)) 
С(А) = (0.5) w(1-0.6)/ (UA US 
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1 = ОЈ с А) 
1 - 0.429 - 0.286 = 0.285 


r (A) 
г (А) 


4а (А) = r(A) + c(A) 
а (А) = 0.285 + 0.286 = 0.571 


0.737 
0.079 


p(B) = (0.8) ¢(1-0.3)/(1- (0.8) • (0.3) ) 
c(B) = (0.3) «(1-9.8)/(1-(0.8)+ (0.3)) 
mene = 1 — 0.737 = 0.079 = 0. 184 
d(B) = 0.184 + 0.079 = 0. 263 


p(C) = (0.838)¢(1-0.2) /(1- (0. 838) ©(0.2)) = 0.805 
с(С) = (0.2) • (1-0.838) /(1- (0.838) •(0.2)) = 0.039 
r(C) = 1 - 0.805 - 0.039 = 0.156 

1(C) = 0.156 + 0.039 = 0.195 


Step 3: 


к = 1/1 (.571)*(.263) e (.195)e (1 + .429/.571 + .737/. 263 
+ .805/.195) - (.286)+(.079)+(.039) ] = 8.998 


Computation of Beliefs: 


Bel (A) = 3.988e (.429e.263+.195 + „285%. 079».039) = . 091 
Bei (E) = 3.988 (.737¢.571¢.195 + .184e,286*: 156) - .360 
Bel(C) = 3.988» (.805*.571».263 + .156».286».079) - .496 


Penot А) = 3.9988 (.029%(.737/.263 + .305/. 195) 


+ „286%. 263». 195 - . 001) = . 856 

Bel(not B) 23.988€(.0299(.429/.571 * .305/.195) 
t .014) = .620 

Ве] (вое С) = 3. 988°® (. 029e (.429/.3571 + .713//.263) 
+ .014) = .467 


The Evidential Intervals would then be: 
A: [090.091, 1-0.856] ={0.091,0.144] 
B: (0:36070.380] 
AO ID 337 
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2. Computational Tine For Bainn ea 


À program was written to assist in the computations 
of Barnett's method. The program also enabled comparison ot 
computational time and memory requirements with the normal 
Dempster-Shafer method. A program listing for Barnett's 
method is contained in Appendix B. This program was written 
as a research tool and does not have the user friendly 
enhancements of the Dempster-Shafer decision aid 1n 
Appendix A. 

Figure 34.4 shows the timed computations for the 
Barnett metnod. The computer memory (320K RAM) соціа store 
a Frame of Discernment of up to 1000 items compared to 9 for 
full Dempster-Snater. Figure 4.5 compares the Belief calcu- 
lation times for Barnett with the times already shown for 
the Dempster-Shafer aid. 

Barnett's method offers a very appealing ard tine 
efficient use of Dempster-Shafer in a system where the 
foliowing criteria are net: 

a) The Frame of Discernment can be adequateiy represented 
by the singleton elements and tneir complements. 

О) All evidence can be divided into confirming апа 
disconfirazing categories for each hypotnesis. 

The example of the avenues of approach scenario 
could be well represented by this method. AS shown, 
evidence based on terrain, weather, obstacles, etc., could 
‘be combinea using  Barnett's method. The resultant 
Evidertial Intervals would then be compared to determine tne 


most likeiy enemy route, or the best friendly route. 


= 
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Figure 4.4 Computation Times For Barnett*s Method. 
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Figure 4.5 Comparison Of Barnett With Full Dempster-Shafer. 


C. GORDON AND SHOKTLIFFE METHOD, HIERARCHICAL HYPOTHESIS 
SPACE 


Gordon and Shortliffe [Ref. 15] agree that if evidence 
confirms or daisconfirms singleton hypotheses, then Barnett's 
method produces the desired time reduction. However, there 


are many classes ot problems where more flexibility 1s 


required. If the hypothesis space can be reduced to a 
Strict hierarchy, many more real  vorid problems could te 
handled. Gcrdon and Shortliffe use this  nierarchical 


approach in their work with MYCIN, a medical diagnostic aid, 
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but it is also well suited to a military example where eneny 
intentions are being determined. 

The example or enemy attack cán be expanded so that the 
analyst has tc consider the overall enemy intention: attack, 
reinforce, defend, delay, or withdraw. These intentions can 
be structured into a hierarchical tree such as that in 
Figure 4.6. Grouped in this manner, the example now f1ts 


the method prcposed Ly Gordon and Shortliffe. 





a a к 
| 

| m es A = Attack | 
7 ES e - са. | 

= егеп 

| CDE) 5 = реа | 
| ^9 2 7- E = Withdraw | 
| А (Bl (2 (DE | 
| Sam | 
| D (E | 
| | 
| = a | 


Figure 4.6 Enemy Intention Hierarchical Tree. 


The epemy intentions are divided into two main groups, 
aggressive (attack,reinforce), or regressive (defend, delay, 
withdraw). The regresSive intentions are further divided 
into stationary (defend) and notionary (delay, withdraw) 
intentions. Each element or subject in the tree has only 
one parent, for a strict hierarchy. Since the enemy is 
capable of only one major tactic in the zone of considera- 
tion, there is no interest in the pair (attack,defend), or 
other such combinations that have no meaning to the analyst. 
Also, the analyst must have the capability to separate 
sensor data into support for these elements of the hierarch- 
ical tree. The evidence received will only apply to these 


elements in the tree and their complements. 
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1. Formulation Of sordon and Shortiifte's Method 


EL 0 _ € | 


This hierarchical approach proceeds similarly to the 
singletcn hypctheses method. All evidence is divided into 
confirming or disconfirming parts, only now there are pairs, 
triplets, etc. to which this evidence may pe assigned. AS 
in Barnett's method, three steps will be used in the combi- 
nation cf evidence: 

a) Combine evidence for each element and each element 


complement. 


1) Combine all confirming evidence. Same as 
Barnett's first step. 
11) Combine all disconfirming evidence 
b) Combine ail confirming evidence in THETA. 
c) Combine disconfirming evidence with confirmning 


evidence £rom Step 2. 
Before proceeding, the hierarchical tree of Figure 
4.6 will be split into a tree with the elements of THETA, T, 
and one with the complements of T, Tc, see Figure 54.7 999 
it is the superset of both trees, (THETA) itself, is not 


included in either tree. 


т = (АВ, Сре, РТА РИ) 
С = (notABg,notCDE motDE, nota, notBsnotC, not, 2 ON) 


Evidence will be combined Lor {Tj + {Tcj items = 16, ana 
finai belief will be computed after Step 3 for |T| + THETA = 
17 iteus versus 2 exp 5 - 32 items for the в 
Dempster-Shafer method. These reductions wili decrease 
computational tiunes and storage requirceuüents. 

The steps for Gordon and  Shortliffe's Method are as 


foilows. 
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Figure 4.7 Hierarchical Tree Of Elements And Complements. 


a. Step 1: Combine Evidence For Eiements And For 
Ccrplements 
Use Barnett's equations to coapute combined 
evidence for each element and each complement: 
M' (i) = 1-(1-M1(i)) (1-M2(i)), i in THETA (ie) 
Where (') indicates Mass after Step 1 and ("') wlil indicate 


Mass after Step 2. : 


4'(A) = 1-(1-M1(8)) + (1-82(A)) 
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Each element (i) will now have a Mass M'(i) ard a Mass 
1-M'(i) assigned to THZTA. It is necessary to identify the 
Mass that each element's combination sends to THETA for use 
in later steps. Let M'i (THETA) equal the dass assigned to 


THETA by element (i) during step 1. 
M*A( THETA) = 1-M' (A) 
The Masses for (not A) would then be: 


М" (по A) = 1-(1-M1 (not a)) e (1-12 (not A)) 
M'notA(THETA) = 1-M' (not A) 


There are now 2eN Belief functions, N in I and N 
inaro; Step 2 will reduce the N Beiief functions in T to 


one Beliet function. 


b. $9 S toD 2: Combine All Confirming Evidence in 
THETA. 


All coniirming evidence in THETA, all of which 
is in T, will now be combined. 


The combined evidence for THETA, M" (THETA) EE 

МИ (ТНЕТА) = K*sEROD K'i(THEPA), i in T (4.5) 
This is the product of all Mass assigned. to. THETA Бо 
elements in T. Now compute the combined evidence for all 


other elements in T: 


М" (1) - Кей” (іу) е«еРКОр ИТ (ЛЕНТА), 1 in 1, (4.6) 


j not a superset of i 


The Mass of element (i) in Step 2 is the product of its Mass 
witn the Mass assigned to THETA by aili other sets in T 


except (i), nd supersets oO- REDE Element (i) cannot 
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‘combine with Mass that it assigned to THETA. In addition, 
it carnot receive Mass from a superset's assignment to 
THETA. The evidence that was assigned to a superset of (i) 
was not conclusive enough to assign it to element (1). 
Allowing (i) to combine with M'j(THETA), (j) a superset of 
(i), wouid aliow assignment of Mass from which (1) was 
earlier restricted. This 1S not acceptable. under 
Dempster-Snafer. The Mass for element (А) in the example 


would be: 


MM (A) = Ke? (A) oM'B (THETA) eM'CDE(THETA) e 
M' C(THETA) eM'DE(THETA)eM'D(THETA) eM' E (THETA) 


These calculations continue for all elements in 
Ta The normalization factor, K, is the inverse of tne sum 


of all the new Masses: 
ЕЕ 1/504 М4(1), і іп Т or i = THETA (8.7) 


There are now N+1 Belieí functions, WN іл Тс апа 


one in T. Step 3 will reduce these to ore Belief function. 


C. Step 3: Combine Disconfirming And Confirming 


Evidence 


Step 3 will now combine T and Tc to vroluce one 
Belief function. Each element of TC will combine with 1. 
Step 3 uses an approximation to 9, the orthogonal sun, which 
will be designated as O°. AL not 1) will have non 
Zero value on oniy (7 union ШИЕ дш; 
gu ОВ, MB,CDE,Dr,À,DB,C,D,E). Any Belief normally assigned 
by 9 %о 4, 4 not in T, will instead, Ly à', be assigned to 


the first ancestor of q in T. For example: 


- 


(not E) à* (CDE) = (ABCD) 2 (CDE) 
but (ABCD) €- (CDE) = (CD), which is not in Т. 
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In this case the Mass that would have been assigned to (CD) 
will be assigned to (CDE) the first ancestor in T. 

There are tnree cases for step 3 combinations. 
For each case there are two elements involved, one from Tc, 
(not Y), and cne from T, (X). The combination case is based 
on the relaticnship of (Y) and (е 


1. Case 1: Х іс а subset of Y: 
М(Х) - Кем!" (Х) o M"notY (TAETA) 
For exanple: 


M"(À) Q' M'(not AB), A is a subset ori AB 
M (A) = Kem" (A) oM"nOtAB (THETA) 


2. Case 2: Х 6 Y - (Nuli Set), i.e. X 6 notY- X 


а) Case 2(a): If" (W"umion Y) іп (Т union THETA 
М(Х) - КІМ" (Х) * M"(X union Y)eM"(not Y) | 


For exampie: 
м" 91 M'"(not DE), C 8 DE = (Null Set), 
|». CDE in (T union THETA), therefore: 
M(C) = K3[ 3" (C) + ü'" (CDE) eM" (not DE) ] 


b) Case 2(D): If (X union Y) not in (T union THETA) 
then the Mass of (X) is not changed by tne conbi- 
nation: 


M(X): » KeM(X) 


НН (С) g'"M"(not В, С & Е = Е 
CE not in (Тт union THETA), therefore: 
М(С) - Кем" (С) 


3. Case 3: X is a proper super set of Y 


a) Case 3(a): Ir X € nctY is à set in T: 


М(Х) 7» Kei (X) e M'"notY (THETA) 
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Mt (CDE) 2* M"(notC), CDE & ABDE = DE, a set in 
(T union THETA) 
M(CDE) = KeM" (CDE) eMnotC (THETA) 


b) Case 3 (Б): Ift X & notY is not a set in T (this 
case assigns Mass to the superset, which in all 
cases is X due to the strict hierarchy and unique 
parent requirements). 

Мос а M"{CDE), ABCD & СОБ = CD, not in (T 
unicn THETA), but CDE is tne rirst ancestor of CD 
M(CDE) = KeM(CDE) 


This process continues with each element from Tc conbining 
with each element in T using one of the case rules. K, the 
normalizing tactor is computed after each iteration of (not 
rom ic. 

Normalization is done by summing the Masses ın 


(T union THETA) and dividing all Masses by that value. 


K = 1/SUM H(1), 1 іп (Т union THETA) (4.8) 
A shortcoming of the method descrited by Gordon 


and Shortliríe is that step 3 assigns ali Mass to (T union 


THETA). No Mass remains in the complement sets, therefore 
BEES not possible to compute |widentdas  Intervals, 
I1. usBe:i (not A) ]. All comparisons between hypotneses 


must pe done cn Belief alone. 
The foliowing example of this method is provided 
oe Clarification. The hierarchical tree shown earlier in 


Figure 4.4 still appiies. 


Masses are assigned as follows: 


M(AB) = 9.8, И АВ(ТНЕТА) = 0.6 
M(not CDE) = 0.3, М notCDE(THETA) = 0.7 
H(DE) = 0.6, И РЕ(ТНЕТА) = 0.4 


M(A) = 0.4, 


EX 


À (THETA) = 0.6 
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A M C (THEM 

M(A) = 0.3, M A(THETA) = 0.7 
There is only one element in Tc = (not CDE), there are four 
190377 
Step 1: 


(А) is the only element with multiple Masses: 
М4(А) - 1-(41(А))е(1-Ч2(А)) 
М' (А) = 1- (1-0.4)® (1-0.3) = 0.58 
Мед (ТНЕТА) = 1-0.58 = 0.42 


Step 2: Combine all corfirming evidence in T. 


М" (ТНЕТА) - KeM'ABC(TEETA) > M'DE(THETA) 
eM'A(THETA) eM'C(THETA) 
= Ке (0.9)• (0.5) • (0.42) • (0.8) = Ke (0.081) 


M"(AE) = KeM' (AB) eM'A( THETA) eM'DE(THETA) eM'C (THETA) 
= Ke (0.1)¢ (0.42) ¢(0.5)¢ (0.8) = Ке (0.017) 


M"(DE) = KemM* (DE) eM*A (THETA) eM'AB (THETA) 
= Ke(0.5)¢(0.42) (0.9) = Ke(0. 189) 


MY (A) = Xen! (Ae M'DE(THETA) 
= Кө (0.58) • (0.5) = К* (0. 29) 


М"(С) = KeMH' (C) en AB(THETA) eM' A(THETA) eM' DE (THETA) 
Ке (0.2) (0. 9) • (0.42) • (0.5) = Ке (.038) 


К = 1/The sum of all Masses in (T union THETA) 
= 1/i" (THETA) + M"(AB) + M"(DE) + М"(А) + М" (С) 
= 1/(0.151) + (0.017) + (0. 189) + (0.29) + (0.038) 
= 1/0.685 = 1.46 


Normalize the masses in T. 
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The elements in T are: 


MU (THETA) - (1.46)9(.151) = .221 
Ми (АВ) = (1.46) ®*(.017) = 20029 
M"(DE) = (1.46).(.189) = . 276 
М"(А) - (1.46)е(.29) = .423 
М" (С) = (1.46). (.038) = 101515 
Total 0 


The elements in Tc are: 
mot CDE) = 0.3 HM" notGDEQ(THETA) = 0.7 


Step 3j: 


d NW(notCDE) o' M" (THETA), THETA a super set or AB => 


Case 3 

THETA & (not CDE) = THETA € AB = АВ in (T union 
THETA) 

M(THETA) = KeM"( THETA) eM"notCDE (THETA) ale 
case, Mass would normally go to (THETA) and AB, see 


Figure 4.2, here (THETA) its combined Mass for this 


~ 


iteration, and later when N" (not CDE) 3° 


occurs, AB will receive its combined Mass. 


an iterative process versus the normal one 


Denpster-Shafer combination. 


М" (АЕ) 


This 15 


Ses 


HM (THETA) = (.221)¢(.7) = 0.155(normalization will 


cccur later) 


Zon (mot СВО" №08), ABECDE = Null Set, (AB union 


CDE) in (T union THETA) => Case 2 
М (АВ) = [И (АВ) + M (ABCDE) eM(not CDE) ] 
= [2-025 + (.~221) ¢ (2.3) ] = .091 


3. M"(not CDE) 0* HM" (DE), DE subset or CDE => Case 1 


M (DE) = M"(DE) eMnotCDE(THETA) 
= (.276)¢(.7) = .193 
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4. .M(not CDE) 0* М"(А), CDEGA = Null Set => (CI cen 
union CDE) not in (T union THETA) 
M(A) = M(A) (but will be normalized) 
- .423 


ie MY (not CDE) a@* M"(C), C a Subset of CDE => Case 1 
М(С) » M' (C) eM" notCDE(THE TA) 
= (.055)¢(.7) = Bes 


Compute K, the normalization factor. 
К = 1/ sum of Masses in (T union THETA) 
= 4155 + 091 ы ТӨЗУ 


Normalized Masses: 
M(THETA) = 210259572390] 172 


M(AB) = .091/.901 = OM 
M(DE) = .1937.901 = 2214 
МА) = .4237.901 = 2470 
М(С) - .039/.901 - 2043 


Total = 1.0 


This process of combining elements from Tc witn those in T 
would continue until all eszements have keen combined, ir 
this example there was only one. Comparison of hypotheses 


would then pe done based on final Belief values: 


bel (AB) = M(AB) + M(A) = .101 + ¿470 = 2577 
Bei (DE) = (DE) = .214 

Bel (A) = .470 

Bel (C) = . 043 


Беі (8) = Ве1 (р) = Ве1 (Е) = 0.0 


This would show strongest Belief (.571) іп an aggressive 


enemy action (ÀZ), which stands for attack or reinforce. 


-t 
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2. Computational Time For The 


A -— ыы a EE ee ың оғы: ШЫР E dd КЕ 2 


A program was Written to assist in the computations 
using the Gordon and Shortiiffe technique. A listing of the 
program is contained in Appendix B. This program, like the 
program for Barnett's method, does not have the user 
friendly enhancements of the Dempster-Shafer decision aid in 
Appendix A. The purpose of the program was to assess the 
time calculation advantage of this method and determine 
memory requirements. 

Figure 4.8 shows a comparison of the Belief computa- 
tions for the three methods discussed so zar. Belief conpu- 
tations for Gordon and Shortlirfe are the same as the full 
Dempster-Shafer, except there are fewer sets for which 
computations are necessSary.: The time reduction occurs since 
many of the subsets of THETA are not considered. 


The Maximum number of.subsets that can occur under 


the unigue parent restriction of the method are: (2% - 1). 
This number results from a descending creation path ¿rom 
THETA, separating one element at a time. Now instead oc 


having 2 exp N elements for which Belief must be computed, 
there are only (2eN-1). For a THETA of 19 elements, instead 
of having 2 exp 19 = i024 elements, there may only bea 
пахіташ ОС 2910 - 1 = 19 elements. This size reduction 
helps expiain the conputation times in Figure 4.8. 

The computer memory (320K RAM) could store up to a 
Frame of Discernment of up to 500 items using tne Gordon and 
Shortiirie method versus 1000 for Barnett and 9 for the fuii 
Dempster-Shafer. 

Gordon and Shortlifte's method is a practical and 
erzficient use of Dempster-Shafer in a system where the 
following criteria are met: 

a) À seépicot hierarchy of elements exists and each element 


has only cne parent. 
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Figure 4.8 Comparison Of Belief Computational Times. 


b) Ali evidence can be divided into confirming and 
disconfirging categories for each hypothesis. 

The example of the overall enemy intention fits well 

within the limits of this method. However, the comparison 


of the hypotheses or the intentions would have to be made on 


the result of Belief alone. The analyst would not know the 
Ignorance, 1-Bel(not X), remaining about each of the 
hypothesis. 


Shortcomings of this method are: 
a) Loss of ability to compute Evidential Intervals as 


discussed earlier. 
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b) Order dependence on combination. Gordon and 
Shortiifíe mention that their approximation to the 
Dempster-Shafer combination can be order dependent 


when a set and its parent have only one descendent. 


D. MULTIPLE FRAMES OF DISCERNMENT 


One rinal method of reducing compiexity, multiple Frames 
of Discernment, will now be discussed. This method tay use 
any of the computational technigues discussed so far. Its 
reduction in complexity comes from tne separation of the 
Frame into smaller, more manageable categories with which 
the analyst can work. Computation of Belief for these 
SMailer Frames should now fall into tte reasonabie area of 
Dempster-Shafer calculation times. 

Ihe obvious requirement for this method isa logical 
separation of elements in the original Frame of Discernment. 
Once the elements are Separated into multiple Frames, itens 
from different Frames cannot be compared for they are now 
Beet Of different Belief functions: 

As an exampie or thais method, consider an expanded 
version of the enemy intentions probiem. The analyst still 
desires to determine the overall intention. If the inten- 
tion is Attack, ke wants to know which sector is most 
likely. He also desires to know if the enemy intends to use 
nuciear weapons, no matter what the tactic. The Frame of 
Discernzent ncw has 9 items: 

№ Attack, Sector 1 

ЁЁ МИГ аск, Sector 2 

B. Attack, Sector 3 

4. Reinforce 

9. Leterd Н 

6. Delay 

7. Withdraw 
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8. Use Nuciear Weapons 

9. Not Use Nuclear Weapon 

A hierarchy of elements exists, but as described іп 
Cnapter III with the sector example, unique parents do not 
exist. For example, let the Frame or Discernment be repre- 
sented as: A,B,C,D,E,F26G,H,1 nempc 


A = Attack, Sector 1 

B = Attack, Sector 2 

С = Attack, (¡Sectores 

D = Reinforce 

E » Defend 

r = Delay 

G = Withdraw 

H = Use Nuclear Weapons 

I = Not Use Nuclear Weapons 


Now (ABC) is a multiple unique parent for (AB), (BC) and 
(AC), but (A) has two parents (AC) and (AB). “he saue situ- 
ation exists ГОГ (В sama e). Therefore, Gordon and 
Shorliffe's methcd would not work here. 

The full Dempster-Shafer method would create 2 exp 9 
subsets, which according to Figure 4.1 would require about 
100 seconds for Belier computations. Some or the pairs o£ 
elements of THETA, as discussed eariier in the Gordor and 
Shortliffe method, would not be of interest to the analyst. 
A solution to this dilemma 1S separating the problem into 
three Frames of Discernment. Each Frame will use one of the 
computationai methods discussed. Any of the methods nay he 
used where applicable in the multiple frames. Ail taree are 
used here to show the diversity of this method. 

The overall intention ot the enemy iS Stiil desired, so 
use the Gordon and Shortlifre method for the Frame: 
(AT,D,E,F,G), where (AT) is the attack intention and D 


through G remain as described arove. 
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ЕЕВС > Method for the question of the eneny's 
intent to use nuclear weapons, uU rj and use the full 
Dempster-Shafer method to determine sector of attack. 
Caution must be exercised when discussing the most likely 
ESO or attack for that Belief is conditioned on the 
Belief that the overall intent is attack. 


The timed calculations would now be: 


moti Dempster-Shafer: 3 elements in THETA = approximately 


1 seconc 

Gordon and Shortiiffe: 5 items in THETA = approximately 1 
second 

Barnett: 2 itmes in THETA = approximately 1 second 


This complex and inetficient froblem nas now been reduced to 
avery manageable caiculation for the intelligence analyst 
using Dempster-Shafer. 

Evidence received while using this method of multiple 
Frames cf Discernment, does not need to be separated into 
one of the multiple Frames. On the contrary, a report indi- 
cating an attack with nuclear weapons could be used for all 
the Frames if applicable. The Belief values of the various 
Frames will nct be coupared and are not calculated using the 
Masses ot the other Franes. 

Intermediate results car be saved on a disk and recailed 
when more relevant data arrives. Therefore, one machine 
could keep aii three methods running in an aimost simulta- 
neous state. 

The method of Multiple Frares of Discernment is a viable 
alternative to the tull Dempster-Shafer method if the Frame 


is separable into distinct categories. 
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In Chapter II, the battlefield intelligence process was 
modelled as the Interpretation node іл the command and 
control cycle. In this node, information was processed into 
intelligence by the analyst. Chapter III proposed the 
Dempster-Sharer theory of evidence comtination as an aid for 
the analyst in tne Interpretation node. A decision aid and 
three computational technigues for reducing calculation time 
for the Dempster-Shafer theory were presented: in Chapter IV. 

Enharcement of a specific joo application in tne 
Intelligence node, through the use of the Dempster-Shafer 
theory and a decision aid Similar to the one in Chapter IV, 
Will now be analyzed. This specific job area, Army Division 
Situation Development Analyst (DSDA), was chosen due to its 
relevance to research conducted by MAJ L. Baltezore, U.S. 
Army, in his thesis at the Naval Postgraduate Sciigo 
[Ref. 16]. 

paltezore's tnesis proposed a Decision Support System 
hardware layou to assist the analyst in conducting situ- 
ation assessment at -division level. A Knowledge Based 
System (KBS) was designed to conduct automated analysis 
concerning possible courses cf enemy attack. ihe use or 
Dempster-Shafer in this KBS will now be explored. Whale not 
evaluating any speciric technique, Baltezore proposed that 
some method or inference Snouid be uSed to aggregate battie- 
fiela intormation stored in the data base. The Knew ledge 
Based System of the Division Situation Deveiopment Analyst 
and an intention assessment capability using the speed of 
Dempster-Shafer. with smail Frames of Discernment (Quick 


Assessment Carability), will be used as specitic examples of 
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-actual Interpretation node duties that can be enhanced by 
Dempster-Shafer. 

| The jobs cf the DSDA will be briefiy discussed as will 
the structure of the KBS. The use of a Dempster-Shafer 
theory in the Knowledge Based System as well аз а Quick 
Assessment Capability through a decision aid will he 


evaluated. 


A. DIVISION SITUATION DEVELOPMENT ANALYSIS 


Situation Analysis at the division levei is performed 
within the All Source Production Section (ASPS) of the Ail 
Source Analysis System (ASAS), see Figure 5.1, [Ref. 16: 
p.22» ]. The ASAS is an Army project to  estabiish a system 
that maximizes the productivity of Intelligence and 
Electronic Warfare (IEW). Through enhanced productivity, 
the Interpretation node will process information into intel- 
ligence more guickly, speeding up the command and control 
cycle. 

The DiviSion Situation Development Analyst is usually 
the senior intelligence analyst in the All Source Production 
Section. Using a broad view of tae enemy forces, the DSDA 
must determine key enemy objectives, rank potential enemy 
Ccurses or action, and identify key targets, commard and 
ccntrol nodes, or events indicating a specific course o£ 
action. The analyst bases his assessment of the enemy situ- 
ation on data passed through his work station (Ref. 16: р. 
32]. 

As descrited in Chapter 111, this data is inherently 
uncertain and incomplete. Using this data, the analyst must 
interpret as much as possible about tne enemy intent as 
quickly as possible. Figure 5.2- depicts tne analyst's 
production cycle. The analyst would use the proposed 


Knowledge Based System to assist him in determining the 
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possible courses of enemy action. Within this structure 


exists the potential use of Dempster-Shafer. 


| 
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Figure 5.2 Analyst's Production Cycle. 


B. THE KNOWLEDGE BASED SYSTEM 


As previcusly stated, the Knowledge Based System is 
designed to provide automated analysis concerning possible 
courses oc enemy action. Analysis of the KBS will be 
limited to the structure ot the system and the internal 


theory which correlates the data. 


-ғ 


89 


1. Knowledge Based System Structure 


Baltezore's proposed structure for the KBS is shown 
in Figure 5:3- This KBS interacts with the analyst through 
the Interrogation Module to determine the type of anad ye 
desired. FOr example, is the enemy intention Attack, (one 
of the examples used in Chapter IV)? The Situation 
Assessment Processor accesses the Knowledge Base to deter- 
nine a ruie list associated with the type of analysis 
desired. Using ali data available, the KBS then establishes 
a probability value associated with the speciried course of 
action. The Exvlanation Generator presents the analyst with 
the course of action considered, its probability value, and 


a rule audit trail of the deduction process. 
2. Knowledge asiente na 


The KBS deduction theory 15 based on work Gone by 
Ben-Basset and Freely, [Ref. 17), who proposed the use of 
classes, reatures, and relevancy pointers to conduct situ- 


ation assessment. 
a. Classes 


Classes are used to define battlefield situ- 
ations of interest to the analyst. For example, attack, 
reinforce, defend, delay, withdraw are enemy situations that 
may be represented as classes. ТЕ the generali class is 
known, such as attack, then the specific location, such as 
the sector of attack, is desired through analysis. This 
characteristic is analogous to the Dempster-Shafer frame or 


discernment. 


pe Features 


= 


Features are bits of information, such ата 


context of a report, ‘related to the Situation and USAS 
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Figure 5.3 Knowledge Based System Structure. 


determine the class. For instance, -presence of an indepen- 
dent tank battalion (ITB) in the division zone would support 


the class, attack. An independent tank battalion is а 


second echelon unit normally used as a lead attack element 
in a breakthrough attempt. An example of features and 


classes is shcwn in Table 5.4. 


Class of Enemy Intention: Attack 


| | 
| | 
| Features Е not P | 
| Massing of mechanized elements 0.9 О | 
| Extensive artillery preparation 0:8 Же | 
| Artillery positions concentrated 0-2 | 
| Concentration of mass toward 0.7 0.3 | 
| either or both flanks | 
| Location oi enemy troops in 0.8 Oz | 
| forward assembly area | 
| Location oí Түр and evac- 0.7 0.3 | 
| uation installation well Есгчага | 
| increased air reconnaissance 058 Ond | 

Movement of additional trocps 0.8 0.4 | 


toward the front 


A сыз 





Figure 5.4 Feature Probability Support For Class. 


C. Relevancy Pointers 


Relevancy Pointers are used to reduce the expert 
Systens search for features supporting classes. Separate 
features such as the number and type of tanks may be used to 
determine the presence of the ITB. If the unit has aiready 
been identified, then it is not necessary to use the rules 
which determine the type of unit. In this manner relevancy 
pointers speed the assessment process. Relevancy pointers 


are siuilar tc antecedent rules in a rule-based system. 
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The significance of features and their support 
for the different classes under consideration are aggregated 
by some theory of evidence combination. Features, as infor- 
nation, шау Support severai classes. The support of theses 
features for specific classes would now be combined to 


provide an overall indicator of support for the class. 


C. PROBLEMS WITH THE KNOWLEDGE BASED SYSTEM APPROACH 


The use cf a rule base anda priori probabilities for 
feature suppcrt of classes can be considered an expert 
system approach to the Situation assessment task. The KBS 
conducts the actual analysis, the aralyst merely gueries the 
system. The probiem with an expert-type system approach is 
similar to that of a Bayesian approach, an endless task of 
defining and updating the rule base. 

Also, the rules used to determine the support of a 
feature for a class are not well defined. Table 5.4 showed 
hypothetical values of feature support tor the attack inten- 
uon. The adjectives used, "massing" and "extensive", are 
very indistinct. The rules using them would then require 
some way or inferencing this indistinct adjective irom the 
data base ("fuzzy sets"). For example, extensive prepara- 
tion would need to be defined as number of artillery rounis 
in an hour, cr number of targets engaged in a Specific time 
period. If the data Базе supported these criteria, then the 
rules base could deduce that extensive preparation has 
occurred. 

Unfortunately, this use of explicit rules and indistinct 
features 1n an expert system can lead to a false sense of 
security of the pattlefield. The analyst is  depencent on 
tke internal design of the system.. He is receiving the 
system's analysis ana may tend to discredit his own inter- 


pretation of the Situation. Further, it is doubtful whether 
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any commander is presently ready to allow his analyst to 
accept a situation assessment from a "black box". The 
commander has too much risk associated with his decision 
based on this analysis to accept a fully automated analysis. 
Cushman, [Ref. 1], suggests that a commander will not be 
inclined to accept black box analysis , but instead support 
gradual automation based on transparent aids which allow the 
analyst to retain control. 

A decision aid, similar to that in Chapter IV, used in a 
quick assessment capability, is a complinentary alternative 
to the Knowledge Based System. This aid would act more as a 
parallel process with the analyst reflecting his view of the 
rattlefield rather than an "expert" view given by the cules 
created by the "experts". The analyst is the expert in his 
division and cannot reiy on ruieS ог features created by 
other. 

Furthermore, the features suggested by Ben-Basset, 
[Ref. 17: p.486], were not intended for dogmatic application 
in all battlefield situations, but are given as a guide to 
the analyst fcr the analyst to use [ Ref. 198: р. Т-195 The 
Dempster-Shafer aid would be dependent onthe analyst ana 
his inputs rather than the analyst defending on the expert 
system. While the analyst would use these indicators as 
guides to assign Mass values, he would be free to cnange 
support values based on his knowledge of the Situation and 


his prior experience. 


D. THE DEAPSTER-SHAFER THEORY IN SITUATION DEVELOPMENT 
ANALYSIS 


The Dempster-Shafer theory could be used in two ways in 
the DSDA. First, it could be used within the Knowledge 
Based Structure proposed py Baltezore. Dempster-Shafer 


would be the combination technique used to aggregate the 
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. feature probabilities and produce the overall Belief for 
each class.. The feature probabilities would have to be 
represented as Masses and adhere to the definition of Mass 
presented in Chapter III. The use of the Gordon and 
Shortliffe method was discussed in Chapter IV using the 
example of determine overall enemy intentions. This tech- 
nique would reduce internal Kncwledge Based System inference 
time and provide an efficient combination of evidence. 

Second, tne aid could be used asa quick assessment 
device for the analyst. This use wculd be most relevant 
when the analyst can narrow the scope of the class. If the 
general class was attack and the analyst was concerned with 
the sector of attack, the Dempster-Shafer aid would be used 
to determine Eelief for sector possibilities. This scope or 
use was represented through examples in Chapters III ard IFY 
using the sector of attack example. 

The aid would serve as a reflection or the anaiyst's 
femessment of the battiefgeldwvas time progresses and reports 
are received. Using Beliet values, the analyst will recog- | 
nize the most likely sector of attack ard advise the 
commander. Using ignorance values, the analyst will reposi- 
tion or reorient sensors to investigate lack of knowledge oz 


activity. 


1. Advantages Of The Quick Assessment Jse 


There are three main advantages to the quick assess- 
mert use over tne knowledge based system: 
a) Absence of Rule Base 
b) Absence of Data Base 


C) Speed 
a. Absence of Rule Base 


— 


The analyst is not dependent on a predefined 


ruie base to deduce support for the sector of attack. He 
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will consider each report and assign Mass values based on 
his. understanding of the enemy. This understanding «i mi 
come from battlefield experience and knowledge gained from 


experts through instruction. 
b. aAksence Of Data Base 


The reports received in the gjuick assessment 
capability wiii stiil be stored in some data base for future 
use. However, the analyst would not search through previous 


data, but interpret each piece as it is received. 
C. Speed 


For each rule used, the KBS must satisfy the 
precedent (if pcrtion), to allow use of the antecedent (then 
portion). This process requires the continual search of the 
data base for conditions that satisfy the rule precedent. 
Wath a large rule base, such as that needed in the KBS 
Structure to define all types of enemy activity, the cycling 
time would be prohibitive for a real tine assessment 
Capability. | 

í time is available, the KBS procedure would be 
used to determine eremy intert, but it a quick assessment is 
desired, as discussed in Chapter II, the alternative capas 


bility of Dempster-Shafer is the better option. 


E. RELEVANCY OF DENPSTER-SHAFER TO SITUATION DEVELOPMENT 
ANALYSIS 


It should be opvious that tne examples used in preceding 
chapters arc the same as the mission objectives of tne 
Situation ,Development Analyst. Tne use ОЕ the 
Dempster-Shafer theory in «this specu part cf the 
Inteliigence node will speed the analytical process, 


providing the commander fast and accurate intelligence 
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Support. This enhancement will reduce commaná and control 
cycle time and gain the benefit of this reduction discussed 


in Chapter II. 
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A. SUMMARY 


This thesis has dencnstrated the use of the 
Dempster-Shafer theory of evidence in a decision aid to 
reduce command and control cycle time on the battlefield. 
The reduced cycle time allows the battlefield commander to 
interdict the enemy force earlier and gain a decisive 
advantage. 

The command and control cycle was modelied as a network 
to investigate data flow and network processes. The 
Interpretation node was determined to be the critical node 
and also a candidate for enhancement through application of 
the Dempster-Shafer theory. The Dempster-Shafer approaca 
was presented asa plausible evidence combination techaigue 
when uncertain, incomplete, „and incorrect evidence wust ре 
combined in a battlefield environment. 

Three methods for reducing the cowrputational complexity, 
of the Dempster-Sharer theory, Barnett, Gordon and 
Shortliife, and multiple Frames oft Discernaent, were demon- 
strated. These methods all have restrictions involving 
trade-otís between tlexibility Or scope and time efficiency. 
Military examples that met tnese restrictions were presented 
to demonstrate their possible use on the battlefield. À 
decision aid based on the Dempster-Shafer theory was created 
and discussed. The aid eased the computational burden of 
Denpster-Shafer and allowed comparisons of computational 
Speed with the three reduction methods. 

A specific application area for the Dempster-Shafer 
theory, Situation Assessment in the All Source Analysis 


System (ASAS) > was described. The task of situation 
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assessment provided a good example of a process in the 


Interpretation node that can be enhanced by Dempster-Shafer. 


B. CONCLUSIONS 


Dempster-Shafer was поё presented asa "cure-all" for 
evidence combination. Nor was it presented as a replacement 
for more prcbabilisticly rigorous techniques such as, 
Bayesian Inference. The use of Dempster-Shafer in this 
thesis showed a logical method of combining data on the 
ВЕ 1е14 to help tie analyst determine enemy intentions. 
The flexibility cf Dempster-Shafer in handling battletield- 
quality evidence should not be lost in discussions over its 
shortcomings. The intelligence analyst and fcattiefield 
commander need to make the best use of all data available in 
the nost efficient and accurate Manner possibile. 
Dempster-Shafer is a viable technigue to assist ir this 
process. 

The use oí Dempster-Shafer in the Knowledge Based System 
proposed by ~Baltezore would allow the irteiligence analyst 
tc conduct automated analysis. The analyst would access the 
data base of evidence and receive Belief values ror his 
hypotheses of enemy intentions. Tne use of the Barnett, 
Gerdon and Shortlitfe, or multiple Frames of Discernment 
methods, wher applicabie, would allcw for the most rapid 
computation of Beiiefí. 

Automated analysis in this manner would allow access to 
mcre data tuan the human processor could handle. Many 
analysts could use the same system over a period of time to 
analyze trends in the enemy activity. Furthermore, the 
analyst now has a backup system to his manual method of 
analysis. He can make the most use of the human-macnine 


leverage discussed in Chapter Ii. 
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C. AREAS FOR FURTHER ANALYSIS 


This thesis has only begun to investigate the use of 
Dempster-Shafer on the battlefield. The determination of 
mass values kased on receipt cf evidence has been left to 
the analyst. The task of determining these values for 
Dempster-Shafer, or any combination method, is formidable. 
Chapter V discussed the problem of a rule base with explic- 
itly assigned probarilities. Unfortunately there does rot 
exist a data base from which probabilities of enemy inten- 
tions based on tactics can be extracted. 

Samet, (Ref. 19], has said that each sensor report nas а 
reliability and accuracy associated with it. These features 
ccuid weight the Mass values assigned by the expert ог 
analyst. The integration or these reliability and accuracy 
values into the Dempster-Shafer mass values has not been 
discussed. 

The Knowledge Based System hardware or a Decision 
Support System, suck as that proposed bv Baltezore, must НЕ 
designed to accept an evidence combination technique. 

These are but a few of the areas that are lert for 


further exploration of Dempster-Shafer on the battlefield. 
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THE DEAPSTER-SHAFER DECISION AID 


This appendix contains the listing cf the code created 
for the decision aid and an explanation of the procedures. 
In general, the aid is a continuous loop that prompts the 
user for input from each knowledge source report received. 
It reguests set identification and mass assigned to that 
particular set. The aid then combines the new input with 
the current masS vaiues uSing Dempster-Shafer. New Belieís 
are computed only i£ directed by the user and tnen dispiayed 
to reveai the currert status of knowledge about the Frame. 

Ihe program is written іг Turbo PASCAL for ап IB5it 
compatible computer. A main user routine and fourteen 
procedures, called throughout the routine, make up the 
program. See figure A.1 for the program's Flow Diagram. 

ШЕ stated, the program iS composed of the ОБГОН: 


procedures. 


A. MAIN PROGEHAM 


The mair program, DS(Dempster-Shafer), is an executive- 
like program that reacts to the user's desires. ДЕ 
initially sets up the PASCAL Record Structure that wili 
ccntain those items of information necessary for use in the 
Program by Dempster-Shafer computations. These items are: 

ass” (Curtent Mass). 

2. Iempmass (Temporary storage for Combined Mass). 

3. Newmass (User Mass input from Knowledge Source). 

4. Belief (Current Belief). , 
5. ID (Set Describer). 
6. Value (Numb ez of Items in Set ID). 
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Figure A. 1 Flow Diagram for the Decision Aid Program. 
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An array is then created to allow for the maximum number 
ot items in the Frame of Discernment which the computer can 
store. 

Next, the main program begins a cailing sequence orf tne 
procedures. Within one of these procedures, many other 
procedures may be called tc accompiish the task at hand. 
After the aid is ready for user input, the main program asks 
if the user desires to continue. If the answer 15 yes, then 
the program cycles again. If no, then the user is allowed 
to request a final display of the output (Belief, 
Piausibiiity, and Mass) and the program terminates. 


The first procedure called by the program is Copyrite. 


E. PROCEDURE COPYRITE 


Procedure Copyrite 1s just a "cover sheet" for the aid 
identifying the theory used in the aid, and the creator. 


The next call is to procedure Initialize. 


C. PROCEDURE INITIALIZE 


Procedure initialize requests the number of items in the 
user's Frame cr Discernment. It then determines the Letter 
of the alphabet corresponding to the end of tne size of the 
. Frame,i.e., 5 = E, 7 - б. The letters of the alphabet wili 
then be used as identifiers for each separate set. This use 
or letters allows for set operations within PASCAL. 

The number of sets that can be made from the Frame is 
then computed, where size = 2 exp N, N = number of items in 
the frame. 


Procedure Set Up is calied next. 
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D. PROCEDURE SET UP 


This procedure sets up the first two subsets of the 
Frame of Discernnent. Those sets are the entire Frame, 
letters "A" through the end letter, and the null set, letter 
"7", used only fcr easy identification. 


Procedure Levels is next. 


E. PROCEDURE LEVELS 


Procedure Levels is used to compute the number of combi- 
nations of set size N split into subsets of size N through 
1. In other words, N items N ata time, N items N-1 at a 
time, through N items 1 at a time. 

The results of this procedure are stored in an array and 
are used ta help reduce "do-loop" cycle time. Іп а ШО 
where it 1S necessary to check subsets of the current set, 
as when Belief is computed, the size of the current set is 
determined py its Vaiue (number oct items in set). Then oniy 
the sets with value less than this are checked for subset 
possibility. This action eliminates unnecessary checks of 
parent sets that cannot be subsets of the current есш 


The next call is to Procedure Generate. 


F. PROCEDURE GENERATE 


Procedure Generate is a complex recursive routine to 
create all subsets of the Frame of Discernment including tke 
nuil set. When the Frame is large, it is the most tine 
Consuming procedure in the prograr. Figure A.2 shows a floc 
of some procedure execution times versus number of items in 
the Frame of Discernment. 

Starting with tne set of the entire Frame, Procedure 
Generate creates new sets by removing one character ata 
time from the current set. Ail subsets of the new set are 


then createa by a recursive call to generate. 
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The computation time is high since identical sets are 
‘created in the recursive calis. Duplicate sets must be 
checked for and eliminated. As the frame size grows, this 
time factor is compounded, see Figure A.2. 


The next procedure called is Quicksort. 


G. PROCEDURE QUICKSORT 


Quicksort, like Generate, is a recursive routine that 
sorts the sets according to the number of items in the set 
Г This resulting sorted array of records allows for a 
more efficient check for subsets. A subset can only cccur 
at a lower level of Value (number of itens in set ID) than 
“ts Швей Therefore, loops computing Belief or 
PlausiLility need oniy check lower levels of sets and not 
the entire tree of sets. 

Quicksort is almost unaffected by the number of items in 
the Frame of Discernment due to its efficiency, see Figure 
ДЕ | ң 

If the -user cesires to continue with tne progran, 


Proceaure EntermaSs is then called. 


Н. PROCEDURE ENTERMASS 


Entermass is the main user input procedure that assigns 
new mass values to those sets identified by the currert 
knowledge source. 

The first time called, Entermass allows the user to 
request a display of ali the various sets that can occur. 
The uSer may then print this list for future reference. 

The aid tnen prompts the user for the identity ox the 
set and the mass to be assigned to that set. Set identities 
are checked tc insure they are іп the domain of the Frame of 
Discernuent. dass is checked for containment in the set 
ГОТ 
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Total mass entered during the current session is checked 
to make sure it does not exceed 1.0. Set ID are also 
checked to see if mass has already been assigned to the set 
during this session. Ir so, the user can change the mass 
value, or leave it at the current value. 

Waen the total mass entered equais 1.0, tne new masses 
are combined with the old mass value. 


This combination is done using Procedure Combine. 


I. PROCEDURE COMBINE 


This procedure combines masses using Dempster's Rule of 
Combination and then normalizes the new masses. Current 
masses (masses at the end of the previous session) are then 
replaced with the new combined mass values. 

Tine of execution of the procedure is reduced by 
limiting the combination to only those sets that have a mass 
from tne previous session, and those sets that were assigned 
masses during the current session. This efficient operation 
keeps executicn time tc a minimum, see Figure A.2. 

The intersection-set of sets with masses are then iien- 
tified and assigned the new masses. After all orthogonal 
sums (See Chapter III). are computed, new masses are assigned 
bacx to the Record for each set. 

Ir there is mass assigned to the puli set, by default 
the rass assigned to the other sets does rot total 1.0, then 
the masses are normalized. 

The Normalizing Factor is displayed to the user. New 
nasses are calculated anā assigned to the sets. The user is 


then asked if computation of Beliefs is desirei. 


Je PROCEDURE BELIEF 


The computation of Belief is a very time consuming 


process since:-the mass for all Subsets of each set must be 
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summed. The execution time for Procedure Belief is shown in 
P3eure 9 2. 

Both Value (part of the Record) and Levels (created ry a 
procedure) are used to reduce the search time for subsets to 
cnly those sets with the possibility of Leing a subset. 
Only those sets at lower levels of the Record structure may 
be subsets. After Belief values are computed, they are 
assigned back to the Record for each set. 

The Belief, Plausibility, and Mass for each set are then 


displayed to the user. 


К. PROCEDURE DISPLAY 


Display is a procedure that writes ail sets, from higher 
order to iower, to the screen with their respective relief, 
Plausibility, and Mass. However, oniy those sets with 
Pelief values greater than zero are displayed. The screen 
will display only 12 sets at a time to ailow easy viewing 
and, ir desired, printing by the user. 

After this step, the masses from the next knowledge 


source are then entered and the process continues. 


L. ADDITIONAL PROCEDURES 


There are severai procedures used tnrougnout the program 


not mentioned above that are described here. 


1. Procedure Display2 


id ний 


Display2 is tne procedure used in the first itera- 
tion of Entermass that, if requested Ly the user, displays 


ali the sets(cniy set IDS). 
Le Procedure Checkanswer y 


ашыл A o ll A Se DA com CU SESS SS = — = шырыш] A oe 


Checkarswer is a procedure used to insure tne aes 


to Yes or No guestions is in the correct form. 
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3. Procedure Maxinteger 


daxinteger is used in the Combine Procedure to limit 
the search for the set cortaining the result of the inter- 
Section of two masses. Since the sets are sorted, it is 
cnly necessary to look in the lowest level(or highest value 


in a high to low sorted array) of the two set IDs combined. 


4. Procedure Factcrial 


a oom et ee ee ee ee 


This procedure is used in Procedure Levels апа 
computes the factorial of a number. This result is used in 
the computation ot combinations for tbe values in the Levels 


array. 
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Listing of the PASCAL program used in the Decision Aid. 


program ds; 


const 
tempsıze = 512; 


type 
node - record [stores data relative to d-s] 
mass : real; 
tempmass : real; 
newmass : real; 
belief : real: 
plausible : real; 
ld : set of char; 
value: integer; 
end; ( node] 
branch - array[l..tempsizej of node; 
var 
count,oldcount,itemnumber,numitems,ii,size,cntr, one : 
integer; 
k,enditem : char; 
tree. : branch; 


goodanswer, continue : boolean; 
ch4á4,contanswer, beliefanswer : char; 
levelend : array[l1..20] of integer; 
tempmasscntr : array[1..25] of integer; 
oldmasscntr : arrayíl..tempsize] of integer; 


(include the following procedures in this main program] 


belief.pas] 
factorial.pas] 
levels.pas] 
copyrite.pas] 
generate.pas] 
setup.pas] 
checkanswer.pas] 
initialize.pas] 
quicksort.pas] | : 
sort. pas] 
display.pas] 
display2.pas} 
maxinteger.pas} 
combine.pas} 


RDI ODIO IER RES SOS 
хо О о оо 


PERE EP BR BR RR е 


liu 


Sen termass.pas) 


begin {main} 


itemnumber:=8; {keeps track of the number of evidence 
combined} 


{begin calling sequence} 


copyrite; 
initialize: 
setup; 
levels(numitems); 


ch44:= 'а'; 


writeln; 

textcolor(14); 

writeln(' Е racing SUDSets e. )T 
generate(tree(2],ch44); 

writeln; 

writeln(' ER A O 
Mexteolor( 15); 


Шеш > 1; 
quicksort(one,size); 


вт: = 1 to size do linitialize set values) 
^. begin 
treeliil.belief:-2 9.0; 
treeliiJj.mass:= 0.0: 
end; {for} 


clrscr; 


writeln; 
writeln(í Ce ХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХХ ХХХ ХХХХХХХХОХХ 


хххххкхххкхх' ); 
/ 


writeln('Your Frame of Discernment has been expanded into 
all Subsets'); 

writeln('and tne Null Set'); 

wrrteln('As Bach Item Of Evidence Is Received, You Will Be 
Prompted '); | 


writeln('For The Mass Dıstrıbution'); 
кшітеіп( ХХХХХХХХХХХХХХХХХХХХХХ ХХХХХХХХХХХХХХХХХХХХХХХХ ХХХ Ж 


ХхХхххХхх Ж) ) e 
‘ 


-. 


writeln; 


‹спеск for users desire to continue} 


continue:= true: 
wnile continue do 
begin 


repeat {until goodanswer } 
writeln; 
writeln('====> Do You Wish To Continue? Y or N'); 
textcolor(12); 
writeln(' A No Answer Will Exit Program'); 


textcolor(15); 
read (kbd,contanswer); 
writeln (contanswer); 


checkanswer (contanswer,goodanswer); {checks to see 


if їп Ү,У 


until goodanswer; 


Jos 


iE 


contanswer = n then 
continue:= false; 


continue then 
entermass(itemnumber,numitems); 


writeln: 


repeat [until goodanswer j 


writeln; 
writeln: 
writeln ('====> Do You Wish To Display Belief? Y or 


read (kbd,beliefanswer); 
writeln (beliefanswer); 
checkanswer(beliefanswer,goodanswer); 


until goodanswer; 


rf 


beliefanswer - 'y' then 
begin 

belief; 

display; 

end: {if} 


end: {while} 


end. {main} 


procedure setup; [creates initial 2 ИЕГІН 
theta(entir frame) } 


begin 


сгее[1].1а = 221: [nul 555 


eZ 


EEECTLI].value:s2 0; 
ВЕЕТ ].1а := ['а'..епазлеем]; {entire frame} 
tree[2)].value:= numitems; {number of elements in set id] 


cntr:i= 2: 


end; {setup} 
procedure initialize; {user procedure to determine size of 
frame} 


var 
1,j : integer; 
Ok : boolean: 


begin 
БЕК (|:- 1 to 5 do 
writeln; 


repeat {until ok} 
writeln('====> Enter Number of Items in Frame of 
Discernment'); 


[SI-] readin (numitems) {$1+}; 
в: = (IOresult - 9); 
if not OK then 

begin 
textcolor(12); 
writeln('*** Improper answer, retry'); 
Бехесоіог(15): 
end; {if} 


antil Ok: 


writeln (numitems); 
enditem:= chr(numitems + ord('a')-1); 
writeln; 
writeln('***.Frame of Discernment nas ',numitems :3, ' items 
and will be listed'); ү 
writeln: 
writeln('as Cnaracter Set a tnrough 
size:= 2; 

ror і:= 1 to numitems-1 do {computes 2**n} 

size:= size * 2; 


,enditem ); 


ends) Initialize} 
procedure copyrite; {cover display} 


var 
11. : integer; 
dummy : char; 


begin 

texteolor(15)> 

textbackground(1); 

CUNSSGE: 

ог 11:=] to 5 de 

writeln; 

writeln(' YOU ARE ABOUT TO USE A DECISION 2mp 
CREATED TO COMBINE dle ds 

writeln; 

writeln(' EVIDENCE USING THE DEMPSTER-SHAFER 
THEORY OF EVIDENCE "); 

writeln; 

writeln(' COMDINATION 
у; 


writeln; 


writeln; 

техесо ог 12): 

writeln(' CAUTION!!: Only those willing to venture 
beyond'); 

writeln(' Bayesian Inference should 


continue'); 

textcolor(14); 

writeln; 

writeln; в 

writeln(' Written by CPT William H. Cleckner, US Army 
as a prototype'); 

writeln(' decision aid for combining intelligence and 
determining an”); 

"^ writeln(' enemy commanders main attack sector.'): 
for Vie =.) ЕО со 
= writeln; 

textcolor(15); 

writeln(' Push any key to continue'); 

read (kbd,dummy); 

СЕБ ЕЕ 


end; 
procedure generate(var rl : node; var beginitem : char); 


{conducts a recursive call. to generate subsets} 
var 

Ше Ce ta 

спер: сас; 

newset : boolean; 


begin 


for chl:= beginitem to enditem do {remove a character 
at a time until nullset reached} 
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begin 
ea El. 1d then 
begin 
СЕЕ ЕЕН 1. Иа =. за = [cM]: 
ШЕ cereelcntr + ll.id <> [] then 
begin 
сптг:= сл + 1: 
newset:= true; 


ЕО во ente = ldo {check for repeat 
character sets) 
begin 
if (tree[j].id = treelcntr].id) and newset 
then 
begin 
newset:= false; 
ente:= entr — 1; 
end;íif] 
end; ( for] 


ШЕ (ЕР)! then {if set not created before, 
Generate its subsets} 
begin 
tree[cntr].value:= rl.value - 1; 
chll:= succ(chl): 
generate(tree[cntr], chll); 
end; {if} 


end; {if} 
end; {ıf} 
end; { for} 
end; {generate} 
procedure quıcksort(var first : integer; var last : 
integer); 


var 
m drvaxdingline : integer; 
temporary : node; 


begin 
Ш- Бігет; 
1: last; 
Gividingline:= tree{(first + last) div 2]}.value; 
repeat 
while tree[i].value > dividingline do 
1:= 1+1; j 
while treelj].value < dividingline do 
J:= J-l; 
іЁ 1. <= 5 then 
begin 


І 


temporary:= tree[i]:; 
сгее[1]:= tree[j)J: 
tree[j]:-» temporary; 


end; 


until i > j; 
if first < j then quicksort( tas NE 
if i < last then quicksort(i, last); 


end; {quicksort} 


procedure entermass(var item : integer; var numitems : 
integer); 


[enter new evidence temporary sets] 


label 
10,20: 


var 
goodentry,goodanswer, ok : boolean; 
displayanswer,ch3,ch33,changeanswer : char; 
check,tmass : real; 
qq,:nñ,kk, JJ], m,i: integer; 
tempset : set of char; 
tempid : string{29]}; 


begin 


item:= item + 1; 

ec uses | 
writeln ('*** You are entering the mass distribution for 
item number:'); 

writeln? 

writeln ('--» ',item :4); 

writeln; 


if item = 1 then [ask user if needs display of 
sets] 
begin 


repeat {until goodanswer} 
writeln ('====> Do you need a display or all the 
sets? Yor N): 4 
writeln; 
writeln (' Thıs Feature Will Only Appear 
Once so Use'); 


1% 


writeln (' PreSc "key fOr пата copy of 
sets ds 

writeln; 

read (kbd,displayanswer); 

writeln (displayanswer); 


checkanswer (displayanswer,goodanswer); {insure 
YyNn] 


until goodanswer; 


clrscr; 
if (displayanswer = 'y') or (displayanswer = 
END then К 
begin 
display2; [display if requested) 
end: {if} 
end: {if} 


for nn:= 1 to size-l do 
begin 
tree[nn].tempmass:= 2.0; 
ёгее(пп].пемтаѕѕ: = 0.0; 
end; {for} 


repeat 
goodentry:= 
ве. 0.0; 
count:= 1; 


Mane: 


= 


while check < 0.9999999 do {end while is label 26} 
begin 
tmass:= 0.9; 


repeat {until goodanswer label 10] 
tempset:- []; 
writeln; 


repeat {until ok} 
writeln ('szzz» Enter Set ID : '); 
{SI-} readln (tempid) {SI+}; 
О nOresutt - пу; 
if not OK then 
begin 
tuexctocodor(l12)* 
writeln('*** Improper answer, retry'); 
textcolor(15); i 
end: {if} 
until. ok; 


writeln (tempid); 


Iq 


for ii:=1 to length(tempid) do {check for 
set in frame) 
begin 
if (tempidliil in ['a'..enditem]) and 
not (tempidl1i] = * ') then 
goodanswer:= true 
else 
begin 
goodanswer:= false; 
textcolor (I2); 
writeln; 
writeln ('*** Set ID not in Pranc 
Retry'); 
textcolor(15); 
goto 105 
end; {ıf} 


tempset:= tempset + Ltempid[ii]]; 
{create tempset of id} 
end: {for} 


{check for attempt to enter mass for set already accessed] 


for qq:2 1 to size-1 do 
begin 
if (tempset = treelaq].id) and 
(treelaq].tempmass>3.0e+Y9) then 
begin 
_repeat [unt11l goodanswerj 

writeln; 
textcolor(1ł12); 


writeln(' You Have Already Entered A 
Mass For Set ',tempid,' = ',treelaq].tempmass :6:3); 


writeln(' Do You Wish To Change This 
таре у орыс 
textecolo ma 
read(kbd,cnangeanswer); 
checkanswer(changeanswer,goodanswer); 
until goodanswer; 
if (changeanswer = 'y') or 
(changeanswer = 'Y') then 
pegin 
check:=check - treelqgq].tempmass; 
gotorra; 
end 
else 
goto 20; 7 


end; {if} 
end: [for] 


URG 


10: until goodanswer; 


repeat {until ok} 


writeln? 
writeln '====> Enter Mass for Set”); 
{SI-} readin (tmass) {SI+}; 


ok:= (IOresult = 0): 
1f not OK then 
begin 
textcolor(12): 
writeln('*** Improper answer, retry'): 
textcolor(15): 
end: {if} 


until ok; 


writeln (tmass :8:5); 


for jj:= 1 to cntr-1 do {assign new masses to 
tree} 
begin 
if. tree[jjJ].1d = tempset then 
begin 


tree[jjl.tempmass:- tmass; 
tempmasscntr[count]:= 3]; 
end; {1£} 
end; { for} 
writeln; 
ecoumc.- count + 1; 


check:= check + tmass; 

араа еза 

write ('Total Mass = ',check :8:5); 

write (' (*** Reminder: Total Mass Must Бе = 1.0 
DX loop ***)'); 

mH rcolor(15); 

writeln: 


20 : end: {while} 


1f (check <= 0.9999999) or (check >= 1.0000901) then 
begin 
goodentry:= false; 
writeln; 
textcolor(12): 
wrlteln ('*** Warning, Mass Total =  ',check :4:2,' 
opere Mena. 1.0 e 


=” 


119 


writeln; 

writeln ('*** you Must Input All Masses For This 
Item Of Evidence ** Me 

textcolowd 15) 

writeln; 


for i= 1 tomeecune do 
treeLtempmasscntr[i]].tempmass:= 0.0; 


end; {if} 
until goodentry; 


if item > 1 then 
combine: {return newmasses in tree} 


if item = 1 then {do not combine} 
begin 
oldcount:= count; 
БОЕ ККЕ= 1 to counts 
begin 
tree[tempmasscntr[kk]]l.mass:- 
tree[tempmasscntr(kk]].tempmass; {reassign newmasses to 
tree] 
oldmasscntríkk]:= tempmasscntrikk]:; 
end; {for} 
end: {if} 


end; {entermass } 
procedure combine; 


{combines evidence using dempster-shafer} 


var 
h,hh,j,3j),1,11,k,KK, 32, R1gh, tempcount ЕУ 
normalractor, totalmass, tempmass : real; 
intersection 5 Бес еттен 
tempoldmasscntr : array(l..tempsize] of integer; 


begin 
textcolorí(14); 


writeln(í ' Combining Masses е е е ә е ө е ә э е ө е ) 
textcolor(15); 


ЫХ / 


tempmass:- 0.0; 
totalmass:= 0.0; Г 
tempcount:= 6; 


{ check for intersection and increment newmass by mass 
product] 
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mer J9= 1 to oldcount do 
begin 
ler 1:= 1 to count do 
begin 
intersection:= treeloldmasscntri[j]l].id * 

tree[tempmasscntr[ill.id: 

- if intersection <> [] then 

begin 


maxinteger(tempmasscntríil,oldmasscntr[j],hign); 
for jj:= levelend[tree[hign].value-1]-*1 to 
levelend[tree[high].value] do 
begin 
if tree[jj]l.id = intersection then 
begin 
tree[jj].newmass:- treeijj].newmass + 
treeioldmasscntríjl].mass * tree[tempmasscntr[ill.tempmass; 
tempcount:= tempcount + 1; 
tempoldmasscntr[tempcount]:= jj; 
for 11:= 1 to tempcount-1 do 


if tempoldmasscntr[ii]| = jj then 
tempcount:- tempcount-1; 
end: {if} 
end; {for} 
| end;íif] 
end: {for} 
end; {for} 


oldcount:= tempcount; 
Ok: = Leto oldcount do 
oldmasscntr{Lkk]:= tempoldmasscntr[kk]; 


БӨШ 12:- 1 to size-1 do 
tree[j2].mass :- 0.9; 


for h:= 1 to oldcount do {assign combined masses back to 
tree} 

begin 

totalmass:= totalmass + treeloldmasscntr[h]])].newmass: 

tree[ oldmasscntr[h]].mass:= 
treeloldmasscntríh]l].newmass; 

end; {for} 


{if mass assigned to nullset (by default that totalmass 
assigned to } 
{sets <> 1.0) then normalize} - 


lf totalmass < 1.0 then 


begin 
normalfactor:- totalmass; 
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textcolor(14); 
writeln('Normalizing Factor = '*,normalfactor :6:3); 
texteolor(15); 


for Kk:= 1 to oldcount do 

tree[ol.dmasscntr[k]].mass:= 
.tree[oldmasscntr[k]l].mass/normalfactor; 
endí itf] 


else е 
writeln(' Normalizing Factor = ',totalmass :6:3); 


end; ( combine] 
procedure belief; (sums masses of all subsets and assigns to 
parent] 


Var 
1,42,n,n2,motvalblusem int ep. 
а: сһаг; 
notset : set of char; 


begin 
сехссо Тос 
writeln(' Computing Belilels. e 222 |); 


text coon is). 


for n:= 1 to size-1 do 
pegin | 
tree[nJ.belief:= treeínJ].mass; 


for n2:= ((levelend[tree[n].valueJ])+1) to size-1 do 
(only checks its mass(n) and tnose sets witnj 
Deg un 
if treeiín2].id <= tree nin 
tree[nl.belief:-» tree[n]l.belief - treein2]. mass; 
{if subset then increment belie£} 


end; {for} 
end: {for} 
for 1:= 2 to size-1 do 
begin 
посзес: = ['a'..enditem]| - tree[i]l.aid; 
notvalue:= abs(treeLi].value - numitems); 


for i2:= (levelend{notvalue + 1] + 1) to 
levelendinotvalue] do 
рес 111 - 
1£ treel12]J.1d = notset пеп 
tree[i].plausible:- 1 - tree[i2].belief; 
end: {for} 
end; {for} 
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end: {belief} 
procedure display; {displays set ids, beliefs, masses} 


var 
PO integer; 
ENuütuny : char; 


begin 
cirscr; 
for jj:= 1 to size-l1l do 
if tree[jj].belief > 0.0 then 
begin 
БЕ есо ог (13); 
wrlteln( '------------------------------------------ 


textcolor(15); 


waite (' Set ID: '); 

textcolor(14); 

for ch:= “а! to enditem do 
begin 


earn. treel33].1d then 
write(ch); 
end; {for} 
textcolor(15); 
write (' Belief = 
');textcolor(14);write(tree[jj].belief :6:3); 
textcolor(15); 
write (' Plausibility - 
');textcolor(14);write(tree[jjjJ.plausible :6:3); 
textcolor(15); 
write (' Mass = 
');textcolor(14);write(tree[jjl.mass :60:3); 
textcolor(15); 
writeln; 


ІС (31 mod 12) = Y then {allows scrolling to stop 
temporarily] 
begin 
textbackground(14); 
write('Push Any Key to Continue Display'); 
textbackground(1); 
writeln; 
read(kbd,dummy ); 
end; {if} 
end; {for} 
end; {display} 2 
procedure display2; ídisplays only set ids to choose from in 
procedure entermass] 


Маг 


1:299 


jj : integer; 


en char; 
begin 
ecWDPSCI: 
Гог ЗЕ = l to suzes do 
begin 
write (' Set ID: ЛД 
for ch:= "а! to enditem do 


begin 
if ch in tree[jj3]l.id ЕЕ 
write(ch); 
end: {for} 
writeln; 
end: {for} 
end; {display2} 


procedure levels(var itm : integer); 


var 
tlevel : artayll.. 20 of Intesa 
1 : integer; 
numerator : real; 


begin 
levelendi1tm + lj:= 0; 
numerator:= factorial (140): 
orm во лем СО 
tlevell1]J:= zruncínumerator / (E 
factorial(itm-i+1) )); 


for 1:- ОЕЕО 
levelend[icm-it1]:- tlevel[(i] + levelend[itm-i+2]; 
end: { Levelend} 


procedure checkanswer(var answer : char; var test : 
boolean); 


{checks to see if answer in set Y y N n returns false if 
not } 


begin 
1£ anewer 10. La, Y", 'n* В Иез 
Cest: = ГЕЦЕ 
else y 
begin 
test:- false; 
writeln('*** Answer was not in acceptable form, retry'); 
end: {else} 
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end; (checkanswer] 


procedure maxinteger(var a : integer; var b : integer; var 
largest : integer); 


(determines the maximum of two integers (used in procedure 
combine)] 


begin . 
lf a > b then 
largest:= a 


else 
largest:= b; 


end; {mininteger} 
function factorial (n : integer) : real; 


var 
Ffact,j : real; 
E integer; 


begin 

Ғасс:- 1: 

СЕТИ = | to n do 
fact:= fact * 1; 

factorlal:= fact; 

end; 
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APPENDIX B 
THE METHODS OF BARNETT AND GORDON AND SHORTLIFFE 


This appendix contains the listing of the code created for the 
methods of Barnett and Gordon and Shortliffe described in Caapter 
IV. Note that Step 2 of Gordon and Shortliríe is not complete. 


It was written to compute Belief computation times. 
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Listing of the PASCAL program for Barnett's method. 


ОТО ат dsbarnett; 


const 
tempsize - 14090; 


type 
node = record 
1d : set of char; 
рие сеат: 
Ck: веат: 
Беат; 
d : real; 
ptemp : real; 
Ctemp : real; 
pe real: 
bejlcomp : real; 
end; (node] 
branch - array[l..tempsize] of node; 
var 


position,item, numitems, size, 1, j, k : 

dprod, cprod, normfac, s, sprime, ratio, 
real; | 

tree : brancn: 

tempid : stringi28]; 

finished, done : boolean; 

Ems ctrnans,n,y,enditem, dummy, ch : 


begin 

writeln('enter number of items in frame'); 
readln(numitems); 

enditem:= chr(numitems + ord('a')-1); 


size:= numitems; 


for 1:= 1 to size do 


begin 

with tree[i] do 
begin 
1а:= [cnr(i + ord('a')-1)]; 
р:= 9.0; 
с:= 0.0; - 
r:- 0.0; 
dez 4.0; 
ptemp:- 0.0; 
ctemp:= 0.0; 
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ne et Ge ie 
оа сБ рада 
char; 


end; (with] 
end: {for} 


done:= false; 
repeat{until done} 


finished:= false; 
repeat{until finished} 
writeln('enter set 1d'); 
readln(tempid):; 
for j:= 1 to size do 
begin 
if Ltempid)] = tree{jJ.id then 
position:= j; 
end: {for} 


writeln('enter mass that supports: ',tempid); 
readln(treel[position].ptemp); 


writeln('enter mass that supports compliment of: ',tempid); 
readln(treeilposition].ctemp): 

writeln; 

writeln('Step One and" "StepETwO 2 tj 


with tree[position] do 
begin 
s:= 1-((1-ptemp) * (1-p)); 
sprime:=1-((1-ctemp) * (1-c)); 
p:=(s*(1-sprime))/(1-s*sprime); 
c:=(sprime*(l-s))/(l-s*sprime) ; 
r:=l-p-c; 
а: =с+г; 
writeln( ¡DIES SO e, ro do 
end: {with} 


writeln('finished? y or n'); 

readlní(finans); 

1f (finans = 'y') or (finans = 'Y') then 
finished:= true; 


until finisned; 


writeln; 

writeln: 

writeln("StepE NES Ga e se e a cere 01): 
b1gc:=1.0; 


bigd:= 1.9; 
rat1o:=0.0; 
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for k:= 1 to size do 

begin 

with tree[k] do 
begin 
мае: = ratio + p/d; 
bigd:= bigd * d; 
Бас: = bigc * es 
end: {with} 

end; {for} 


ratlio:= 1 + ratio; 
normfac:= 1/((bigd * ratio)-bigc); 


ӨШБейпі( "гасіо, normfac, bigd,  bigc, 
MES O,normfac,bigd,bigc): 
for i:- 1 to size do 
begin 
Gerod: 
dprod: 
for j:=l to size do 
lf j <> 1 then 
begin 
ергоа:= cprod * treel]j| 
derod:- dprod * tree[j].d ; 


= 1.6 
= 1 


е 


end;íif] 
with tree[i] do 
begin 
ре1:= погпЁас*^((р*аргоа) + (к*сргсоа)); 
belcomp:= normfac * ( bigd * (ratio - 1 - (p/d)) + 


eraprod – bigc); 
| end; {with} 

end: { for} 

readin(dummy); 

БӘСІ: 

for j:= 1 to s.ze do 

begin 
textcolor(13); 
writeln( '-------------------- - -- -- - - - -- - -- -- - ---- 


textcolor(15); 
write (' Set ID: '); 
texascolor(l14):; 
for ch:= ‘a’ to enditem do 
begin 
1f ch in tree[jj].id then 
write(ch); 
end: {for} 
textcolor(15); 
write (' Belief = 
“);textcolor(14);write(treeLj]j.bel :6:3); 
textcolor(15): 


--” 


12:9 


write (' Plausibility 
tree[j].belcomp :6:3); 
writeln; 


if (j mod 12) 
temporarily} 

begin 
textbackground(14); 
write('Push Any Key 
textbackground(1); 
writeln; 
read(kbd, dummy); 
end; (if) 

end; {for} 


Y then 


writeln('done-end progranm, 

readln(donans); 

if (donans 'y') or (donans = 
done:= true: 


y Or 


until done; 


end. {main} 


= ');textcolor(14);write(l- 


{allows scrolling to stop 


to Continue Display’); 


n?'); 


'Y') then 


Listing of the PASCAL program for Gordon and Shortliffe 


method. 
program dssnort; 


const 
tempsize 


== 
= 


19002; 
суре 
node 


recora 

id : set of 
DI Sa 

C : real; 

rp : real; 
rc : real; 
рї ешр ca Gea |: 
ссе сат; 
bel : real: 
end; {node} 


сак 


branch array[l..temps1ze] 


Var 


of node; 
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tempset : set of char; 


position, 1tem, numitems, size, 1, 1, : integer; 
NSProd, cprod, normfac, s, sprime, ratio, bigc, bigd 

real: 

tree : branch; 

setid, tempid : string[ 20]; 

finished, done : boolean; 

donans, finans,n,y,enditem, dummy, ch : char; 
begin 
writeln('enter number of items in theta'); 
readln(numitems); 
enditem:= chr(numitems + ord('a' )-1); 
writeln('enter number of sets to include theta'); 


readlní(size); 


for i:-2 1 to size do 
begin 
with tree[ij do 
begin 


О 
(et 
(D 
3 
О 

Q 

< а с, + o 
GS 


Aae—A t9 9 


end: {wit 
end; {for} 


та: = ['a'..enditem]; 
for 1ı:= 2 to size do 
begin 
tempset:=[]; 
writeln('enter set id for set number 
readin(setid); 
for j:= 1 to length(setid) do 
tempset:= tempset + [setid[jll: 


with tree{i] do 


begin 
1ld:= tempset; 
end: {with} 
end: {for} 
done:= false; 


repeat{until. done} 


lI 


ЯТ); 


finished:= false; 
repeatíuntil finished] 
writeln('enter set id'); 
readln(tempid); 
tempset:=[]; 
for j:= 1 to length(tempid) do à 
tempset:= tempset + [tempid[j]j; 


for j:= 2 to size do 


begin 

if tempset = tree[j]J.id then 
position:= j; 

end; {for} 


writeln('enter mass that supports: ',tempid); 
readln(tree[position].ptemp); 

wrlteln('enter mass that supports compliment of: ',terapid); 
readin(tree{position].ctemp); 
writeln; 

writeln( Step One... ОЕ '); 


with tree[position] do 

begin 

біш l-((l-ptemp) % (1-р)); 

sprime:=l-((l-ctemp) * (l-c)); 

p:=(s*(1-sprime))/(1-s*sprime); 
:-(sprime*(1-s))/(1-s*sprime); 

rp:-l-p; 

rc:-l-c; 

end; {with} 


wratelni cristo orem): 

readin(finans); - 

if (finans - 'y') or, (tinans S Ae 
finisned:= true; | 


until. finisned; 
writeln; 
writeln('Step Wwo.-.':.-.-99 99 9 EE E 


for i:-1 to size do 
Degin 
treel[lij.p:2 tree[lj.p * сгее[1].гр; 
writeln('p,rp ',tree[lj].p,tree[i].rp); 
end; {for} 


-t 


for i:= 2 to оО 


pegin | 
for j:= 2 to sıze de 
begin 


To 


Е ot (treeliJ].id<=tree[ 3] Td) then 
treeli].p:-» tree[i].p * tree[jl.rp: 
end: {for} 
end; { for} 


normfac:= 0.0: 
КОТ = | to size do 
normfac:= normfac + tree[i].p; 


writeln('normfac',normfac); 
normfac:= l1/normfac; 


{ог 1:= 1 to size do 
tree[i]l.p:-» tree[ij].p * normfac; 


writeln('Step 9 оо о е 9 a) 


for 1:= 2 to size do 
begin 
for |:- 2 СО size do 
begin 
i£ tree[j].id = |'a'..enditemj - treel1].id then 
treel5)].p:= treeljl].p % «гее(і!.с; 


if tree[j].ıd «5 tree[il.id then 
tree[lj].p:= treelj].p * treelij.rc; 
end: {for} 
end; {for} 


MOmmrac: =0.uU; 

for 1:= 1 to size do 
begin 
normfac :- normfac + tree(1].p; 
end: { for} 


Ве: = 1 tO size do 
begin 
tree[3j].p:= сгее(31.р/погптҒас; 
end; {for} 


for ı:= ] to sıze ао 

begin 

сгееіі|.ре1:-0.0; 

for j:= 1 to size do 
begin 
if tree[jj.id «-» tree[ij].id tnen 

tree[ij].bel:-2 creei[i].bel -* «гее(31.р; 

end: {for} 

end: { for} 
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сс: 
for j:= 1 to size dọ 
begin l 
textcolor (len 
writeln( ' -------------------- --- - --- - -- - - - - - - -- 


textcolor(15); 
write (' Set ID: "); 
textcolor(14); 
for ch:= "а! to enditem do 
begin 
if ch in tree[j].id then 
write(ch); 
end; for] 
textcolor(15): 
write (' Belief = 
');textcolor(14);write(tree[3J].bel :6:3); 
texteolor(15); 


write (' Mass = ');textcolor(14);write(tree[jj].p 
26:3); 
writeln: 
if (j mod 12) = 8 then {allows scrolling to stop 
temporarily} 
begin 


textbackground(14); 
write('Push Any Key to Continue Display‘); 
textbackground(1); 
writeln: 
read (kbd, dummy ); 
end: {if} 
end; {for} 
writeln('done-ena program, y or n?'); 
readln(donans); 
if (donans = 'y') or (donans s 'Y') «пеп 
done:= true; 


until done; 


end. {main} 
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